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1 Offeror Guidelines

This Schedule contains the primary scope of Services required to support the Commonwealth’s Enterprise Datacenter Services program.  The Offeror must respond to the requirements contained in this Schedule according to the instructions provided below.  
1.1 Offeror Instructions

· The Offeror’s response to the RFP must reflect and comply with the information contained in this Schedule and any Referenced Schedules and Exhibits.

· The Offeror must provide responses to the section 3 Tasks.  After reviewing each of the service requirement tables, the Offeror should provide its response.  Responses must address the stated requirements as well the additional information on Offeror’s approach and how it would deliver the requested Services.

· The following is an example of how the Tasks are presented.
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2 Program Objectives and Summary Solution Requirements

2.1     Program Objectives 

The Commonwealth is seeking to implement a new datacenter service model that will provide various infrastructures/computing platforms to service the needs of the Commonwealth in a secure and flexible manner.  This initiative will realize the following objectives: 

· Provide a reliable, flexible, secure, and robust IT infrastructure to support the transformation of the Commonwealth into an information-focused organization.

· Provide a multiple datacenter architecture utilizing the Offeror’s proposed datacenter assets that will support the current and future capacity and service level demands.
· Include primary support for the Commonwealth’s Enterprise Datacenter (EDC) operations and its computing assets including but not limited to datacenter facilities operations and infrastructure support (see Exhibits D.1 through D.7 EDC Exhibits for description of the facility, servers, storage and tape equipment).  
· Leverage Offeror’s established processes and tools necessary to ensure consistent and predictable pricing to facilitate accurate and timely budget projections.

· Provide engineering support that will anticipate changes in business and technical requirements and make recommendations for staying current with industry best practices.

· Ensure that the Offeror’s datacenters adhere to the Commonwealth’s contractual, regulatory, and policy compliance requirements for security, architecture, and systems development life cycle (SDLC) standards.

· Establish a tiered service/capability to support high-availability hosting, backup, and disaster recovery (DR) Services to maintain continuity of government operations.  
· Provide multiple environments and instances to support the enterprise application portfolio.  For example; Development, Integration, System / User Acceptance Test (SAT/UAT), Training, load Testing, Pre-Production and Production.
· Continue to consolidate Commonwealth datacenters to achieve cost savings, energy consumption reductions, optimal space utilization, and improvements in IT asset utilization in accordance with the government-wide datacenter consolidation initiative currently underway.

Currently, Commonwealth datacenter resources are decentralized, owned and operated under multiple datacenter service catalogs, processes and procedures.  At times, this presents the Commonwealth with barriers to establishing interoperability between datacenters, implementing standard processes and procedures for datacenter oversight, and ensuring compliance with the same standards for datacenter operations.  To resolve these issues, the Commonwealth intends, under this single procurement vehicle, to contract with a service provider that currently owns, maintains and operates a group of geographically dispersed world-class datacenters (meeting or exceeding Tier 3 standards) located in the continental United States.  
To satisfy the Commonwealth diverse datacenter requirements, the Offeror must be capable of providing the necessary infrastructure for the following critical purposes: 

· Provide production, development and hosting of new and legacy business applications and databases that run on mainframes (IBM and Unisys), mid-ranges and distributed platforms

· Support options for high-availability, backup/recovery, and multiple levels of DR Services in support of the Commonwealth.  
The Offeror’s datacenter architecture must consist of multiple geographically dispersed datacenters, referred below as a 2+ (two-plus) architecture.  The Offeror must utilize the EDC as one of its datacenters and propose a minimum of one additional datacenter to meet the 2+ architecture requirement. It is the Offeror’s option to utilize the EDC as one of its primary datacenters within its proposed solution.  It is the Commonwealth’s requirement that the Offeror datacenters will have the ability to provide multiple levels of DR Services in the event of a disaster, which must also include an option to support high availability (HA) application infrastructures.
The Offeror is responsible for ensuring successful delivery of IT infrastructure Services, providing the Commonwealth with visibility into (performance, capacity, security, SLA’s etc.), as well as, working in partnership with the Commonwealth as required to ensure seamless operations.  In turn, the Commonwealth’s role will be to provide oversight to ensure that the Offeror is delivering agreed-upon Services and that the business requirements are clearly communicated and satisfied, and provide timely feedback on contractor performance.  Commonwealth agencies, OA/OIT and the Offeror will work together on IT planning, including service and capacity planning, strategic and tactical planning, and IT resource and budget planning.  The Commonwealth believes that this combination of industry knowledge, government oversight, and collaboration will result in successful partnership between the private sector and the Commonwealth.

The datacenter approach must provide a computing infrastructure that delivers reliable, effective and technologically current Services seamlessly to the Commonwealth in a cost-effective manner.  The cost for those Services must remain less than the cost the Commonwealth would have incurred for providing the same infrastructure itself.  Applications hosted in the Offeror’s datacenters must meet Quality of Service (QoS) requirements as determined by the Commonwealth agency application owners.  The Commonwealth will avoid capital expenditure by acquiring Services through Capacity on Demand.  The Commonwealth agencies will consume resources as a service and pay only for those resources that it uses.  The Commonwealth and Offeror must engage in proactive oversight of datacenter operations.  The Commonwealth requires visibility into the Offeror’s management practices and effective monitoring channels that include the following:

· Program and project progress reports that track milestones, deliverables, risks, and financial data.

· Commonwealth Computing Procedures Manual (CCPM) that provides up-to-date detailed description of all processes and procedures used to support the computing needs of the Commonwealth via the Offeror’s Knowledge/Service Management Portal (KMP).  The CCPM must contain specific sections dedicated to the operational procedures for each Commonwealth datacenter customer.
· Scheduling and tracking of ticket-based tasks and incidents.

· Operations dashboards with status and alerts based on real-time and historic data collected by instruments, agents, scanners, and logs that monitor the hosted applications, batch operations, network, security, and service performance measures.

· Other configuration, monitoring and management status reports as needed.

· Recommendations and offerings by the Offeror for improved processes and procedures for delivery of Services that are based on a program of continuous quality and process improvement as implemented by the Offeror.  
2.2 Service Level Agreements

The Commonwealth has proposed a baseline set of Service Levels which the Offeror is required to consider when developing its proposed solution.  The Offeror is expected to provide multiple service tiers and associated service levels within each service offered.  The Offeror is also required to have or implement a quality and process improvement program that focuses not on just meeting minimum requirements but on meeting or exceeding the target requirements.  
2.3 Target Solution Requirements Overview 

A key outcome of the Commonwealth datacenter strategy is to transition from the current individually managed datacenters with different levels of service to enterprise level datacenter architecture with a common set of basic Services combined with available specialized Services dependent upon specific customer requirements.  To facilitate this request for Services, the Commonwealth has structured the solution requirements into three areas, as follows:
· Transition Services;
· Target Datacenter 2+ Architecture (includes operations support for the Commonwealth’s  EDC); and
· Common Services Portfolio

2.3.1 Target Datacenter 2+ Architecture

The target architecture must leverage a minimum of two geographically separated datacenters located in the continental United States that would allow for enhanced disaster recovery capabilities as well as leverage excess capacity (virtual capacity on demand).  The Commonwealth requires that the architecture include operations support for the EDC.  The Offeror must explain how it can leverage additional capacity from other datacenter resources within its provider network to satisfy the needs of the Commonwealth.  The architecture will include support for multiple computing platforms including but not limited to x86 (physical and virtual), midrange, mainframes, and storage systems.  All of the Commonwealth computing workloads must be transitioned from the current state to the new target state architecture.
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The 2+ datacenter architecture must include secure redundant network connections to the Commonwealth’s network and the Internet.  Offeror network connections must terminate at different end points within the Commonwealth’s network.  The Offeror is expected to implement a multi DR solution to limit the impact of any disruptive event at any datacenter location.  This requirement is targeted for all systems that are currently covered by a DR solution.  The solution must also have the capability to support future disaster recovery requirements by providing tiered DR capability within its datacenters.  
Each datacenter must have the ability to support multiple security and network zones to support specific agency requirements.  For example: access, web, application, and data zones.  The specific configuration and number of individual zones may be different per agency and application.

To support the potential of future demand and Services beyond the capacity of the two datacenters, the Offeror must explain how it can leverage additional capacity from other datacenter resources within its provider network.

2.3.2 IP conversion strategy

The Offeror shall provide an IPv6 strategy which includes an enterprise migration plan to take the Commonwealth from the IPv4 address format to the IPv6 format.

The Offeror shall provide an infrastructure and equipment that supports IPv6 andIPv4, except were limited due to the requirement that the Initial transition approach of the Commonwealth’s mainframe and SAP environments must be as close to the Commonwealth’s current configuration as possible.  As technology refreshes replace this equipment, the infrastructure and equipment shall support IPv6 andIPv4
2.3.3 Common Services Portfolio

Based on the review of current and future requirements as well as industry offered Services; the following five (5) Key Services Areas will be used as a framework for the new datacenter common portfolio of Services.
Key Service Area Framework

	
	Key Service Area
	Service Overview

	1
	Program Management Office (PMO) & Service Management
	Provides for overall project management and operational service management (e.g. PMO, Account, Availability, Service Level Agreement (SLA))

	2
	Technical Services
	Technical support services resources (e.g. Transition Management, Infrastructure Architecture, Capacity Planning)

	3
	Facilities Management
	Facility operational support services (e.g. Facility Management, Operations Support)

	4
	Managed Hosting Services
	Managed hosting/platform services for existing and future applications (e.g. Windows, Unix, SAP Hosting, Mainframe)

	5
	Capacity on Demand and Additional Services
	Provides for additional capacity on demand offerings to support disaster recovery or increased demand for server and storage infrastructure (e.g. Cloud-centric offerings, Infrastructure as a Service (IaaS), Platform as a Service (PaaS)).  Also access to additional skilled technology resources if required.


The Offeror is required to provide a complete set of Services within these service areas.  The anticipated target Services are presented below and the requirements are further detailed in the Task section that follows.
Expanded Services Framework
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	2.3.4 Data Protection

	The Offerors solution shall provide security of Commonwealth data.  Offerors shall describe how they will ensure that all data (at rest and in transit) is kept secure and confidential.  If Offerors proposed solution involves data residing or routing outside the continental United States; the Offeror shall disclose this in their proposal and describe how the data will be kept secure, confidential, and meet the security requirements as described in this RFP.

Offeror shall  provide data protection Services including Data Loss Prevention (DLP) and Database Firewall (DBFW) Services to identify, monitor and protect sensitive and confidential Citizen Personal Identifiable Information (PII) in use, data in transit, and data at rest through deep content inspection and analysis of information exchange both at data storage locations and administrative/access endpoints.

	Reference Documentation



	Requirements
	Describe Compliance 

	1. 
	DLP

· Discover confidential data wherever it is stored, inventory sensitive data, and automatically manage data cleanup.
· Monitor confidential data usage and provide enterprise visibility.

· Enforce security policies to proactively secure data and prevent confidential data from leaving Commonwealth systems.

· Manage policies across the enterprise, remediate and report on incidents, and detect content from centralized management platform.
	Offeror must describe their approach to discover, manage, monitor, and enforce security for confidential data to meet Data Loss Prevention requirements.

	2. 
	DBFW

· Alert or block database attacks and abnormal access requests, in real time to protect against database attacks including SQL injection, Buffer overflow, Denial of Service.

· Detect and patch database software vulnerabilities 
· Provide both agent based and network based database activity monitoring.

· Audit all access to sensitive data by privileged and application users, and enforce corporate policies on data usage 

· Provide centralized management and advanced analytics 

· Discover new databases and database objects in scope for security and compliance projects and automatically apply appropriate protection and audit policies 
	Offeror must describe their approach to alert, detect, audit, monitor, manage, and discover attacks to meet Database Firewall requirements.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




2.3.5 Transition Services    
Transition to the new baseline datacenter architecture and common Services portfolio must be carefully planned and executed.  The Offeror is required to provide a proven methodology and plan to establish the target environment and then conduct an orderly transition of existing infrastructure and Services to the new environment.   

The Offeror must transition Services from the incumbent contractor where there is an incumbent contractor, as well as, transitioning Services located at the Commonwealth managed datacenters.  The Offeror must identify critical success factors and risk mitigation strategies, and describe how it will coordinate and manage other Commonwealth contractor related activities impacting the Offeror’s plan.  The Offeror must provide an estimate of any required Commonwealth resources, including the skills needed and the duration required for each of the resources required in order for the Offeror to implement its solution.  The Commonwealth expects to provide limited resources.
The Offeror must thoroughly plan, evaluate and propose comprehensive and realistic activities and timeframes for accomplishment of transition activities given identified parameters within the Commonwealth’s requirements as described in Schedule K - Key Program Deliverables and Schedule D - Transition Milestones.
3 Tasks

The Commonwealth has provided detailed information on the current environment for computing (mainframe, mid-range, x86, etc.), data storage, data backup (tape and other) and other datacenter related equipment in the referenced Exhibits.  The Offeror shall utilize this information as the baseline requirement (in terms of Services, quantities and bandwidth) for developing its proposal.

3.1 Establish Datacenter Architecture 
The Offeror must provide a multi-datacenter, multi-platform solution that will support the migration of all of the Commonwealth’s current workloads.  In order to support future Services, the Offeror must develop a proposal which will lead the Commonwealth into the future, and be able to address all current and future datacenter requirements.  The Offeror must propose cost-effective, efficient, and forward-looking technologies for integrating Services and incorporate these technologies into its proposal.  The Offeror must also address how it will allow for service updates and new technology offerings.  The Offeror must describe how it will perform sizing exercises for different infrastructure to ensure the Commonwealth is getting a minimum of “like for like” or increased computing capabilities.
Baseline Architecture 

In an effort to simplify the administration of IT assets, reduce IT costs, improve the provisioning of IT Services, and, in general improve the quality of IT Operations, the Commonwealth has established a preferred datacenter baseline target state architecture.
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The datacenter baseline target state architecture is based on a shared Services model in which a minimum of two geographically-separate datacenters (includes operations support for the EDC) provide a wide range of common IT Services to the Commonwealth.  While not necessarily mirror images of each other, each datacenter must be capable of supporting critical Commonwealth processing in the event the other datacenter goes offline (as, for example, in the event of a datacenter disaster).  To address the need for additional capacity and new Services over time the Offeror may propose additional capacity beyond the two datacenters with secure connections to other Offeror capacity.
Initially, this target datacenter combination would host the Commonwealth’s existing collection of shared information systems and currently outsourced Services.  Over a prescribed period of time, the new datacenter architecture must support the transition of additional IT workloads presently being processed at a variety of datacenters owned and operated by Commonwealth agencies, thus permitting these datacenters to be decommissioned.

	3.1.1  Multi Datacenter Environment (2+ Architecture)

	The Offeror must provide a multi datacenter environment.  All datacenters will be managed and maintained by the Offeror, including the Commonwealth’s EDC and may be either a standalone facility, or integrated into existing qualified facilities.  The multi datacenter environment is to facilitate high availability, capacity on demand, and the recovery of applications and Services that are deemed critical to the Commonwealth.  The multi datacenter requirement is to provide a minimum of two datacenters.  The Offeror may propose additional capacity and Services utilizing additional facilities beyond the two required datacenters.

	Reference Documentation

Schedule E – Datacenter Locations

Exhibit A - Commonwealth Network Environment

Exhibit(s) D.1 through D.15 – Enterprise Datacenter (EDC) Exhibits

	Requirements
	Describe Compliance 

	1. 
	The Offeror’s datacenter architecture must consist of multiple geographically disbursed datacenters.  Any datacenters being used in a back-up function must be at least 50 miles apart from the associated primary location for the service.
	Offeror must describe the process of establishing a multi datacenter environment, including facility management, resource sharing, operational coordination, and inter-datacenter communications.  Provide proposed datacenter architecture and locations.  

Using Schedule E – Datacenter locations, the Offeror must list the address of all proposed Datacenter locations that will host the Commonwealth’s applications and data.

	2. 
	Tier III equivalent datacenter facilities proposed by the Offeror must have had consistent availability of 99.99% in the past six months as of December 31, 2011.
	Offeror must provide current availability reports of its proposed datacenter(s) with its submittal.

	3. 
	The EDC assets will be managed and maintained by the Offeror.  The current maintenance contract for the EDC servers is scheduled to expire on June 30, 2014.
	Offeror must describe its approach to transition operations and management of the EDC infrastructure from the Commonwealth to the Offeror’s support Services and how it intend to address the server maintenance expiration issue.

	4. 
	Each datacenters will have the capability to provide DR for the other, for identified critical applications.
	Offeror must describe the process of providing DR for critical applications from one datacenter to the other.  Also, describe additional DR Services if included in the overall proposed offering.

	5. 
	Datacenter sustainability.
	Offeror must describe its methods of achieving datacenter sustainability, such as realizing a low Power Usage Effectiveness (PUE) ratio.  

	6. 
	Robust physical security, including biometric access control, video surveillance, and routine security officer patrols.  
	Offeror must describe its security methods and techniques that will be used to protect Commonwealth computing assets and ensure compliance with Commonwealth security requirements.

	7. 
	In a datacenter environment that hosts both Commonwealth and non-Commonwealth clients, segregation of Commonwealth data, and computing resources from other clients’ data and computing resources.  
The Offeror is required to provide system and data segregation between different agency application environments.

Note:  The Offeror may not use the EDC to provide services to Non-Commonwealth clients. The Commonwealth may permit the Offeror to provide services to COSTARS members if written permission is granted by the Commonwealth.
	Offeror must describe its approach to provide Services in the event a datacenter will be shared with a non-Commonwealth client, describe how segregation of resources will be achieved and maintained.

Offeror must describe how systems and data segregation can be maintained between different agency application infrastructure environments.

	8. 
	Elastic datacenter infrastructures to accommodate variable workloads.
	Offeror must describe its computing and networking capabilities that will accommodate the growth or contraction of workloads.  

	9. 
	24/7/365 staffing.
	Offeror must describe the staffing model used to provide 24/7/365 staffing.  Operations staff, technical support staff, security staff, and management.

Offeror must address how it plan to manage security/background checks, monitoring and reporting on employees and how it will coordinate those requirements with Criminal Justice agencies.

	10. 
	Common work and meeting space.
	Offeror must describe its capabilities to accommodate meeting and workspace for Commonwealth and Offeror IT staff and management.  

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.1.2 Network and Security Architecture

	Secure and robust network connections are critical to the overall datacenter architecture.  Connections between the datacenters and access to the Commonwealth’s network must be planned, established, and tested prior to the transitioning of Services.   All Offeror datacenters and locations must coordinate connections between the Offeror’s network and the Commonwealth’s fiber network (COPANET).

	Reference Documentation
Exhibit A - Commonwealth Network Environment
Exhibit P – Enterprise Internet Bandwidth Utilization

	Requirements
	Describe Compliance

	1. 
	All proposed datacenter locations will connect to and provide access from COPANET.  
	Offeror must describe its approach to connect to COPANET.  

	2. 
	Dual network termination points to connect to COPANET.
	Offeror must describe its networking capability and the ability to support dual termination points in the proposed datacenters environments.

	3. 
	Provide network security via firewall and security devices.
	Offeror must describe its network security and access control solution.

	4. 
	All proposed Offeror’s datacenter facilities will have secure Internet access capabilities.  Internet access must provide virus and intrusion protection systems with reporting capabilities.
	Offeror must describe its approach to providing secure access from Commonwealth authorized users via the Internet.  The Offeror must describe its approach to providing virus and intrusion protection and reporting.

	5. 
	Multiple security zones must be configured within each datacenter to support specific agency requirements.  For example: access, web, application, and data zones.  The specific configuration and number of individual zones may be different per agency and application.
 
	Offeror must describe its ability to support the configuration of multiple security zones within its datacenter architecture.   

	6. 
	Secure connections are required for traffic that may traverse between Datacenters and between Datacenters and Commonwealth.  Encryption shall be a minimum of 128-bit and must be FIPS 140-2 certified to meet Criminal Justice Information Services (CJIS) requirements.  (Refer to Pennsylvania State Police (PSP) Summary of CJIS Requirements and CJIS Security Policy.)
	Offeror must describe its ability to provide secure network connectivity that meets the standards outlined in the requirement.

	7. 
	Remote access to datacenters supporting CJIS systems must meet minimum security requirements identified in CJIS Security Policy.  These requirements include but are not limited to identifying remote user’s identity, IP address and connection must be FIPS 140-2 certified with a minimum of 128-bit encryption.
	Offeror must describe its ability to comply with the security policies described in this requirement,

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.1.3 Datacenter Architecture and Technology

	The Offeror must evaluate  the Commonwealth computing infrastructure(s) and develop and implement an IT architecture that will support all current systems and applications, utilizing existing and/or underutilized technologies where appropriate, to provide a high level of quality computing Services to the Commonwealth, in a cost effective manner.  An overall review of all Commonwealth computing Services is required, as the requirement is to consolidate all Commonwealth based computing Services into the Offeror’s datacenter architecture.  This architecture design is to include the current DR programs and structure and will be implemented along with the production and testing environments.

The Offeror must provide a multi-platform solution that will support the migration of all of the Commonwealth’s current workloads.  The Offeror must address in its design how it will create a target environment that will minimize application latency concerns.

The Offeror must also develop a proposed infrastructure environment, which will lead the Commonwealth into the future, and be able to address all current and future datacenter requirements.

	Reference Documentation
Exhibit A - Commonwealth Network Environment

Exhibit(s) B.1 through B.6 - Data PowerHouse (DPH) Exhibits
Exhibit(s)  C.1 through C.13 - Department of Public Welfare (DPW) Exhibits
Exhibit(s) D.1 through D.15 - Enterprise Datacenter (EDC) Exhibits
Exhibit(s) E.1 through E.43 - Department of Labor & Industry (DLI) Exhibits
Exhibit(s) F.1 through F.4 - Department of Health (DOH) Exhibits
Exhibit(s) G.1 through G.16 - PA State Police (PSP) Exhibits
Exhibit(s) H.1 through H.8 - Department of Revenue (DOR) Exhibits
Exhibit(s) I.1 through I.13 - Commonwealth SAP Environment - Integrated Enterprise Services (IES) Exhibits
Exhibit L - Master Application Inventory

Schedule J.1 - Datacenter Service Level Management 
Exhibit(s) M.1 through M.7 - Department of Corrections (DOC) and Pennsylvania Board of Probation and Parole (PBPP) Exhibits

Exhibit(s) N.1 through N.2 - PennDOT Exhibits

	Requirements
	Describe Compliance

	1. 
	Develop the architecture and define the technology that will be used in the target datacenter environment to support the Commonwealth computing systems.
	Offeror must describe the overall architecture and technologies that will be required to run the computing requirements for the Commonwealth.  

	2. 
	Provide all technical system support and reporting including:
· Multi-Platform Systems Support

· Multi-Tiered Storage Management
· Network Management 

· Security Management

· Capacity planning

· Performance analysis and tuning 
· Technology Refresh/Life Cycle Management

· Annual Audits and Certifications


	Offeror must describe overall strategy to provide these Services for each component of its supporting architecture.

	3. 
	Provide a storage management approach which meets the Commonwealth’s needs.  The storage management approach shall include, but not be limited to, the following:

· Basic – based on Pay-As-You-Go allocation model with no upfront resource allocation and resources are reserved on demand per workload.  (shared, multitenant)

· Committed – based on Allocation Pool allocation model which gives a minimal initial commitment of resources plus the ability to burst above that minimum if additional capacity is needed – usually a percentage of resources reserved for agency with over-allocation.  (shared, multitenant)

· Dedicated – based on Reservation Pool allocation model – 100% of resources are reservation–guaranteed.  (dedicated, single tenant)
	Offeror must describe overall strategy to provide these Services for storage management.

	4. 
	Provide real-time monitoring and monthly reporting of system availability, performance, utilization, and efficiency.  
	Offeror must describe its overall strategy to provide real-time scheduled system performance, operations, monitoring and capacity reporting for the entire datacenter architecture.
Offeror must describe its strategy to support or provide real-time system and/or application monitoring

	5. 
	Disaster Recovery - Design a tiered DR solution to ensure that applications and associated hardware that currently have an active DR plan will continue to have offsite Services available in the event of a primary system outage.  The tiered DR solution must include an option to support high availability (HA) architectures.  Include tiered DR solution in the overall datacenter architecture design.
	Offeror must describe its tiered approach to supporting the Disaster Recovery needs of the Commonwealth.  

	6. 
	Configuration Item Reconciliation

The Offeror must perform an initial asset review of the targeted inventory for all datacenter configuration items (CI) that will be managed.  The Offeror must reconcile and validate that appropriate relationships exist for all datacenter configuration information in the Configuration Management Database (CMDB) system.  Offeror must ensure that CIs are properly mapped in order to support the established Service Level Agreements (SLAs).
The Offeror will be required to provide an automated interface between its CMDB and the Commonwealth’s CMDB.
	Offeror must describe its approach to gathering this configuration information.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




3.2 Enable Common Service Portfolio 
The Commonwealth currently bases its service management practices on the Information Technology Infrastructure Library (ITIL) v3, a worldwide recognized best-practice framework for the management and delivery of IT Services throughout their full life cycle.  Accordingly, the Commonwealth requires that the Offeror’s service management practices be based on the ITIL v3 framework and guidance.  The Datacenter Architecture, which conforms to a service-oriented structure, is prescribed by the Commonwealth common service framework.  The common service framework is comprised of 27 discrete IT Services divided into five (5) categories of service:

· PMO & Service Management – This category of service defines the overall datacenter management structure, including interactions with the Commonwealth and business partners.  
· Technical Services – This category of service defines the datacenter architecture, and prescribes standards for datacenter continuity and security.  This level also defines the workload transition process, for when Commonwealth Agencies migrate applications to the new datacenter computing Services model.  
· Facilities Management – This category of service defines day-to-day datacenter operations and maintenance.  
· Managed Hosting Services – This category of service defines a set of Commonwealth enterprise datacenter managed Services, each designed to accommodate the specific needs of the Commonwealth.  
· Capacity On Demand and Additional Services – This category of service defines a set of infrastructure as a service (IaaS) offerings, each designed to provide just-in-time resources to the Commonwealth.
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3.2.1 Program & Service Management

	3.2.1.1 PMO & Contract Management 

	The PMO & Contract Management service is responsible for the overall program, projects, and contract elements, and will maintain an active working relationship with the Commonwealth project team.  Offeror must assign an executive management team that will drive the processes to complete the due diligence required to make informed decisions and Services offerings that will meet the needs and requests of the Commonwealth.  This executive team will also provide ongoing direction and leadership supporting the contract and designated Services, for the duration of the Contract.
The Offeror is required to provide and maintain operational, technical, and management staff contacts so that it is clear to the Commonwealth whom is the most direct contact for each operational area.  

	Reference Documentation
Schedule H - CCPM Commonwealth Computing Procedures Manual

	Requirements
	Describe Compliance

	1. 
	Establish and maintain a program and project management framework, throughout the term of the contract.  
	Offeror must describe its proposed program and project management framework that will be used to support this contract.    

	2. 
	Establish and maintain a protocol for project estimation:

· Scope

· Hardware / Software 

· Manpower to develop, test and implement

· All other resources required
	Offeror must describe a project estimation protocol suitable for Commonwealth data- center migration projects.  

	3. 
	Collaboration meetings, technical exchanges, and forums – Through established procedures and meetings address in good faith all issues, needs, technical exchanges and forums with the Commonwealth team.  Provide the technical knowledge, and knowledgeable staff, to effectively support and guide the Commonwealth’s technology needs.
	Offeror must describe how it will accomplish this.  

	4. 
	Translate the Datacenter contract requirements into measurable service level objectives, and codify those requirements by creating a set of service level agreements.
	Offeror must provide examples of actual datacenter service level agreements, appropriately redacted to preserve client anonymity.

	5. 
	Establish interim contract management procedures during the transition of datacenter Services.  All interim contract management procedures must be negotiated in good faith and approved by both parties.
	Offeror must describe an interim procedure to monitor and manage service delivery (conforming to Commonwealth policies and procedures) including but not limited to the following; Problem Management, Change Management, Service Level monitoring and reporting, physical and logical security, project management, etc.  while the service is transitioned from the Commonwealth to the Offeror.  

	6. 
	Establish and maintain a process for change management for the Datacenter contract as requested or required.  The final process developed must be coordinated with the Commonwealth contract compliance group and mutually agreed to by both parties.
	Offeror must describe its proposed contract change management process.

	7. 
	Subcontractor Relationship Management - Establish and enforce standards for ensuring subcontractor performance.  The Offeror is responsible for all Services provided by subcontractors.  
	Offeror must describe its subcontractor relationship management process.  

	8. 
	Offeror must have experience in managing and supporting Managed Service Solutions for Datacenter Infrastructure Services.
	Offeror must document its qualifications within its proposal.

	9. 
	Offeror must have the capability to provide mainframe (IBM & Unisys) Services to support the current and future needs of the Commonwealth.
	Offeror must document its qualifications within its proposal.

	10. 
	Offeror must have experience managing and supporting SAP/Oracle ERP environments.
	Offeror must document its qualifications within its proposal.

	11. 
	Offeror must be an established firm which has provided hosted datacenter Services for a period exceeding three years 
	Offeror must document its qualifications within its proposal.

	12. 
	Offeror must currently operate at least 3 Datacenters.  Each of those datacenters have to have been operational for at least one (1) year and have a minimum five (5) clients hosted at each. 
	Offeror must document its qualifications within its proposal.

	13. 
	Offeror must have experience handling comprehensive on-site operations and maintenance of Datacenter Physical Infrastructure Services.  The Services must have been provided for a continuous period of at least one year during the last three years ending 2011. The Services may not have been terminated before completion of the relevant contract. 
	Offeror must document its qualifications within its proposal.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.1 Financial Management

	The Offeror must provide financial management for Services to provide accurate and cost effective stewardship of IT assets and resources.  Financial management will be used to plan, control, and recover costs expended in providing the Services.  Overall, the goal of financial management is to offer a truly transparent analysis of the Commonwealth spending on Services.  In many cases, this analysis of efficiency will be used to create intelligent, metric-based cost-reduction strategies.

Clear and transparent invoicing, both for the Commonwealth and for individual agencies, will be required to insure integrity and accountability of all invoices.  It is expected that invoicing may vary somewhat on a monthly basis whenever Services are either increased or decreased.

The Offeror is expected to work with the Commonwealth to identify major investments as part of the budgetary planning process.  The Commonwealth will review strategic and tactical objectives as indicated in the planning process to measure impact on its budget(s).

A significant percentage of the Commonwealth’s funding comes from federal sources.  Offeror’s must be able to provide detailed service information necessary to ensure the uninterrupted flow of federal funds.

On a monthly basis, the Offeror must present the Commonwealth with a single enterprise invoice and multiple agency invoices for chargeback purposes.  The agency’s invoices must include sufficient detail to validate and accurately allocate charges to funding sources based on actual usage.

The Offeror is required to capture and provide information related to monthly volumes of work, counts, and utilization of specific infrastructure areas.  The Offeror and the Commonwealth will develop a set of detailed, equitable and repeatable chargeback procedures for each provided Service based on either actual monthly utilization or allocation methods depending on which is most appropriate.  The chargeback procedures will include the ability to map to discrete programs and funding sources identified by agencies with this requirement.

The Offeror must integrate its Financial Management tool with the Commonwealth’s Enterprise ITSM system which currently is  BMC Remedy Billing module and processes; which may change during the term of the resulting contract.  The Offeror must leverage any current chargeback procedures and implementation configuration to accelerate the implementation of the new system.  The Offeror must expand the chargeback system to capture all related computing related charges associated with the Datacenter project.  

	Reference Documentation

N/A

	Requirements
	Describe Compliance

	1. 
	Provide a uniform rate structure which charges the same rates for the same/similar Services.  
	Offeror must provide detailed descriptions on the type of Services included in its overall solution.  Cost information must not be provided in the technical submittal.

	2. 
	Monthly invoicing for Services will be provided to the Commonwealth.  Invoicing will identify Services rendered, pricing, and agency specific service usage.  Transparency in billing will identify service cost per agency.

The Commonwealth does not have a common system for charge backs.   Some current services are not charged back, and some are done manually. 
 The selected Offeror must connect to the Commonwealth’s ITSM system.

 
The Commonwealth does not require a full charge back system.  The agency invoices should provide billing detail so the agency has full transparency into the services it consumed.  Billing details shall include all services procured by agency general ledger (GL) code.  A service may be allocated across multiple GL codes.  

Identify method for adjusting agency level billing due to failing to meet SLAs.
	Offeror must describe its process or policies that will address this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	3. 
	Flexible pricing will be applied when Services are either increased or decreased.
	Offeror must describe its process or policies that will address the flexible pricing requirements.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	4. 
	Interim Financial Management Procedures will be required as the Commonwealth transitions its current architecture to the Offeror’s Services.
	Offeror must describe its approach and procedure(s) for providing invoices, invoice verification and charge back to datacenter customers including but not limited to the following; service components, asset management, asset transfer, forecasting, etc.

	5. 
	During the term of the Contract, provide cost effective approaches and suggestions to improve Services while maintaining or lowering the cost for Services.  For example as the industry costs for server and storage capacity are reduced over time, it is expected that there will be a continual cost reduction in like Services within this contract.
	Offeror must describe its process or policies that will address this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	6. 
	Integrate Financial Management with other service management processes, especially with SLA, Capacity and Configuration Management.  
	Offeror must describe how it will accomplish this.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.2 Governance & Policy Compliance

	Major IT decisions related to this Contract will be reviewed and approved according to the Commonwealth’s governance policy.  These decisions are critical to the success of the Commonwealth.  IT governance addresses compliance initiatives, and satisfies the need for greater accountability for decision-making.  

	Reference Documentation

Schedule B - Governance

	Requirements
	Describe Compliance

	1. 
	Major IT decisions will be made under the guidance of the Commonwealth governance organization.
	Offeror must describe its overall compliance policy and enforcement measures.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	2. 
	Design and architecture decisions will be made with a high level of integrity and advance the interests of the Commonwealth.  All designs must be approved by the Commonwealth.
	Offeror must describe the overall design and architecture methodology.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	3. 
	All policies and procedures will be executed in a consistent manner to ensure the Services are completed as planned and consistent with specifications.  Audits will be conducted on a yearly basis to verify and report on compliance with policies and procedures.  
	Offeror must describe its compliance and audit policy and enforcement measures.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.3 Subcontractor Management

	The Offeror may provide some of its Services and offerings via subcontractors.  The Offeror must be the prime provider of Commonwealth Services, and is responsible to contract with subcontractors, manage its subcontractors, and for Offeror’s performance and the performance of its subcontractors throughout the term of the Contract.  

	Reference Documentation

N/A

	Requirements
	Describe Compliance

	1. 
	Obtain, manage, and be responsible for all Services or offerings provided by subcontractors.  

Subcontractors may change over the course of this contract.  Offeror is required to notify the Commonwealth of the new subcontractor(s) and assure the Commonwealth that there will not be a conflict of interest, and that the new subcontractor meets or exceeds the qualifications of the replaced subcontractor.  The Commonwealth must approve all subcontractors.  
	Offeror must describe / list all subcontractors that it will be utilize for this project.  Describe process or policies that will address this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	2. 
	CJIS Security Policy requires fingerprint based background checks and executing a Management Control Agreement (MCA) and Security Addendum with the Pennsylvania State Police (additional information is provided in the PSP exhibit material).
	Offeror must describe its process or policies that will address this requirement.  

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.4 Business Partners Management

	The Commonwealth has business partners such as banks and insurance companies that require connections to its hosted systems and applications.  The Offeror must coordinate with the Commonwealth to support any Commonwealth – Business Partner agreements that require a committed connection to its hosted systems.

	Reference Documentation

N/A

	Requirements
	Describe Compliance

	1. 
	The Offeror must provide coordination and support of Commonwealth – Business Partner agreements that require connections and Services to the Offeror’s datacenter Services to ensure that any committed connections and service levels are maintained.
	Offeror must describe its process or policies that will address this requirement.  

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.5 Additional Planning Services

	The Commonwealth may use different/additional methods for requesting technical information and support.  Depending on the type of request those methods could include but not be limited to:

· Statement of Objectives (SOO)  

· Work Order

· Service Request

· Request for Technical Analysis

· Cost-Benefit Analysis

· Conceptualization

· High Level Estimate (HLE)

· Technical Opinion(s)

	Reference Documentation

N/A

	Requirements
	Describe Compliance

	1. 
	Statement of Objectives - Perform requested additional Services across various functional areas, where the work requires funding either because of materials needed or because the activity requested is not part of the base contract.
	Offeror must describe its ability and timeframes to support these additional service requests.

	2. 
	Work Orders - Perform work across various functional areas, where the work is considered part of the base contract and where no additional funding is required.  
	Offeror must describe its ability and timeframes to support these additional service requests.

	3. 
	A Service Request will be used to request work within one functional area, where the work is considered part of the base contract and where no additional funding is required.
	Offeror must describe its ability and timeframes to support these additional service requests.

	4. 
	Requests for Technical Analysis will be used to seek information regarding potential technical solutions.  The documents generated by the Offeror must provide the Commonwealth with direction regarding a specific technology and possibly the estimated cost to implement the solution.  Four types of requests for technical analysis may be made by the Commonwealth.  These requests are described below:

· Cost-Benefit Analysis - A cost-benefit analysis is requested when the Commonwealth wants to know not only the implementation cost of a solution, but also the cost-benefit ratio for Commonwealth implementation of the solution.  It may be used to analyze a single solution against the status quo, or compare the relative costs of multiple solutions.

· Conceptualization - A conceptualization is requested when the Commonwealth has an objective, but is unsure about the possible technical means of fulfilling it.  The Offeror must examine multiple paths for achieving the objective, and provide the technical benefits and consequences of the possible solutions presented.  Costs are not considered in a conceptualization.

· High Level Estimate (HLE or sometimes referred to as a rough order of magnitude ROM) - A HLE is requested when the Commonwealth has a clear technical direction and needs rough estimates on the cost of implementing it.  HLEs may be used to attach a cost estimate to a prior conceptualization or technical opinion produced by the Offeror.

· Technical Opinion(s) - A technical opinion is requested when the Commonwealth has a specific technology or set of technologies it wants the Offeror to analyze for both technical merits and suitability for deployment in the Commonwealth environment.  While product and operational costs provided in Offeror’s literature may be considered in a technical opinion, the Offeror’s deployment and operational costs will not be calculated or presented.
	Offeror must describe its ability and timeframes to support these additional service requests.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.1.6 Continual Service Improvement

	The purpose of the Continual Service Improvement is to reduce risk, improve service quality, improve client satisfaction, and ensure service transparency through a continuous cycle of evaluation and improvement.

	Reference Documentation

N/A

	Requirements 
	Describe Compliance

	1. 
	Reduce service risks.
	Related to the project management and contract management role, Offeror must describe its methods for eliminating or mitigating service risks.

	2. 
	Improve service quality.
	Offeror must describe its methods for addressing continuous service improvement processes.  

	3. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror  initiatives aimed at continually improving client satisfaction.

	4. 
	Ensure service transparency.
	Offeror must describe its methods for ensuring service transparency and providing visibility into service execution.

	5. 
	Customer Satisfaction Surveys – 

Survey of Service Desk satisfaction is a key component of providing best in class customer service.  Receive completed surveys of Service Desk satisfaction from the Commonwealth and tabulating results from such surveys
	Offeror must describe its approach to perform surveys of Service Desk satisfaction for a subset of the problems, questions, or requests that are resolved by, or coordinated by, the Service Desk.

Offeror must describe its approach to creating and advertising a web site for day-to-day feedback from datacenter customers which is accessible through the Offeror’s KMP.

Offeror must describe its approach to performing a customer satisfaction survey on a quarterly basis.

	6. 
	Improve/reduce costs
	Offeror must identify its methods for addressing continuous service improvement targeted at minimizing or reducing costs of Services and operations.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.2 Availability/SLA Management

	The purpose of the System Availability and SLA function is to ensure that each service is delivered within, or exceeds, the agreed availability service level, and prescribed credits are received by the Commonwealth when the service level has not been achieved.  Availability Management provides a point of focus and management for all availability related issues, ensuring that availability targets are established, measured, and achieved.  The basic requirement is to balance the value and quality of Services with the costs of the Services.  Availability and SLA management will be responsible for establishing and reviewing the SLA’s to meet the Commonwealth’s requirements.  Offeror should review referenced exhibits for a list of SLAs and associated descriptions, tools and methodologies.  
Availability/SLA Management ensures that datacenter service availability standards, as prescribed in appropriate datacenter SLAs, are achieved.

	Reference Documentation
Schedule J.1 - Datacenter Service Level Management
Schedule J.2 - Datacenter Service Level Matrix

Schedule J.3 - Datacenter SLA Definitions


	Requirements
	Describe Compliance

	1. 
	Establish a formal Availability and SLA Management service.  This service will include representatives from the Offeror and the Commonwealth for reviewing and approving the availability and SLA metrics.  Offeror must publish the formal Availability and SLA Management plan based on a Service Catalog.  Identify key Services and the associated level of availability or capacity as appropriate.  Identify the Services that will be measured by an SLA.  Define the basis the SLA service levels will be monitored and obtained.  Obtain approval from the Commonwealth.  
	Offeror must describe its methodology and approach to Availability Management and Service Level Management. 

	2. 
	Identify Service Level Measurement Tools
	Offeror must provide a list of those Service Level measurement and monitoring tools that it will use to measure and report Offeror’s performance of the Services at a level of detail sufficient, as determined by the Commonwealth, to verify Offeror’s compliance with those Service Levels described in Schedule J.3 Datacenter SLA Definitions.  
Offeror must review and update the required sections within Schedule J.3 Datacenter SLA Definitions.  Offeror must complete the following sections in each of the Critical Service Levels and Key Measurements:

· Collection Process – identify how the measurement data will be collected

· Reporting Tools – identify any tools, automated or manual, that will be used

· Raw Data Storage (Archives) – identify where data will be stored and accessible by the Commonwealth for further analysis.
· Reporting Format/s – identify the proposed reporting format

	3. 
	Integrate Availability Management with other service management processes, such as SLA, Capacity Management, Problem Management and Service Desk.  
	Offeror must describe how its proposed Availability Management process is integrated with other service management processes such as SLA, Capacity Management, Problem Management and Service Desk.

	4. 
	Establish automated non-compliance indicators.

Automatically e-mail the designated Commonwealth contact when SLA service parameters are not met.  Create email notification groups by major service.  Utilize this, or a similar process for outage notification.
	Offeror must describe its process for managing Services performance.

	5. 
	Investigate all instances of non-compliance.

Notify the Commonwealth of an outage as defined in the CCPM.  Complete a root cause analysis (RCA) for all major outages, and provide a detailed report to the Commonwealth and impacted user.
Completion of the Incident report must occur within 2 days of the incident and the RCA within 10 days of the incident.
	Offeror must describe its process for root cause analysis and for meeting the required SLAs.  Offeror must include definitions of outage types and how it will make reports available to the Commonwealth. 

	6. 
	Identify integrated tools, methods, and activities to be used for reporting service and component availability.  Ensure proactive measures to improve availability of Services are implemented whenever it is cost justified.  
	Offer must identify tools, methods, and activities it will use for reporting service and component availability.  Offeror must describe its offerings in this area.

	7. 
	Integrate Agency Availability Management processes with SLA Management.  On a monthly basis, consolidate all system SLA availability reports into a management operations report, summarizing availability, outages, and SLA compliance by platforms.  
	Offeror must describe its offering in this area.

	8. 
	Develop and maintain a Portal/Website for agencies to view operational status, planned maintenance, and component level outages.
	Offeror must describe its Portal/Website to view operational status, planned maintenance and component level outages.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.3 Change & Release Management

	Change & Release Management ensures that all changes within the datacenter environment are planned, executed, monitored, documented, and that the change produced the intended effect.  The Offeror must establish the overall Change & Release Management function and manage the daily operations of the functions.  This will ensure that all changes are processed in a uniform manner that required documentation, approvals, and notifications are completed before the change is implemented within each of the lower infrastructure environments and then moved into the production environment.  Post implementation review and approval will require that all steps have been completed as documented, and within the time frame allotted.  All change and release documentation must be maintained in a manner that will facilitate random compliance auditing.  On a yearly basis, random selections of changes will be audited for compliance purposes.

	Reference Documentation
Schedule H - Commonwealth Computing Process and Procedures Manual (CCPM)

	Requirements
	Describe Compliance

	1. 
	Establish a formal Change & Release Management function.  This function will include representatives from the Offeror and Commonwealth to support the review and approval of all changes.
Offeror must publish the formal Change & Release Management plan.  Identify key elements and roles;  Request for Change Form & Process, Change Manager, Change Advisory Board, Emergency Change Advisory Board, Notification process, Change review process.  The documentation and process will follow industry best practices.  Train appropriate Commonwealth staff on the process as requested by the Commonwealth.

The Offeror’s Change Management & Release management process must consider and integrate with the Commonwealth’s individual change management policies and procedures, for example from January to May of each year, Department of Revenue (DOR) maintains a “no update  policy” to DOR servers that have any production Tax-Related Applications running on them.
	Offeror must described its proposed process and provide a sample overview of its process and procedures.

Offeror must describe the system tool it will use to support the Change & Release Management processes.

Offeror must describe how it will integrate its Change & Release Management tool with the Commonwealth’s Enterprise ITSM solution.

Offeror must describe its process and procedure for the Commonwealth to perform random audits.


	2. 
	Institute a Change Advisory Board (CAB) 

The CAB members shall ensure that the requested changes are thoroughly checked and assessed from both a technical and business perspective.


	Offeror must describe its proposed approach to creating a CAB and describe how members should be selected.  
Offeror must describe its approach to handling changes at an agency level. 
Offeror must provide a sample CAB organization and meeting schedule.

	3. 
	Test infrastructure related changes & releases before implementation.  This includes Offeror managed hardware and any Offeror managed software.
Offeror must file a Pre-Change Test Plan, as part of the Change & Release request process, including results before final approval to proceed.  Offeror must create and maintain test environments where testing will be conducted and evaluated prior to implementing any change into production environments.
	Offeror must described its proposed process and provide a sample overview of process and procedures.

	4. 
	Establish scheduled maintenance periods, and communicate the scheduled outages.  Create a notification process for maintenance, emergency, and unplanned outages.  
Offeror must establish regular maintenance periods for each computing platform.  Maintenance periods must be coordinated per agency due to different peak business requirements.  
Create mechanism to notify clients of expected and unexpected outages.
	Offeror must describe its process for managing maintenance periods and system outages, with examples.  The Offeror must provide an approach to managing multiple agency specific maintenance periods with different peak periods.

	5. 
	Notify affected Commonwealth agencies before and after any changes.  
Provide Change & Release Notifications prior to implementation via a central web site and e-mail.  
	Offeror must describe its proposed process and procedure related to notifications.
Offeror must describe any other change notifications capabilities available to the Commonwealth. 

	6. 
	Validate all changes after implementation.  
Complete a post change review to validate the success or failure of the change or release, and post the information within the change record.  Take follow up action as appropriate.
	Offeror must describe its proposed process and procedure.

	7. 
	Prepare back out procedures for all changes.  
As part of the Change & Release process, file a back out plan as appropriate to remove the change and restore Services to the prior level.
	Offeror must describe its proposed process and procedure related to back out procedures.



	8. 
	Track all (successes / failures) changes and produce Change & Release management statistics.

Create and deliver a monthly Change & Release Management Report to the Commonwealth, detailing changes, implementation status, and outage time periods as compared to planned outage schedules.
	Offeror must describe its proposed process and procedure.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.4 Service Desk

	As part of the Services, Offeror shall provide telephone support (e.g., a "Service desk") to the Commonwealth to assist the appropriate end users in determining, tracking and resolving questions regarding the Services.  Offeror shall provide telephone support through such telephone support infrastructure maintained by the Offeror. This telephone service desk is to augment the required “online” Service Desk capabilities as set forth in the RFP.

The Service Desk will be the single point of contact for authorized Commonwealth users regarding incidents, which include events that cause or may cause an interruption or reduction of service, as well as requests for information, and requests for Services relating to all of the Services provided within the Offeror’s catalog of Services.  The Offeror’s Service Desk must have processes for Service Delivery and Service Management that are ITIL-conformant.  The Service Desk process includes Service Management processes: Incident Management, Problem Management, Change Management, Configuration Management and Service Request Management.

Currently most Commonwealth agencies provide a local Help Desk function to support staff’s desktops, local printing systems, applications, and the general public users it serves.  The Offeror must develop a process and electronic connection to these agency Help Desks.  The majority of the agency Help Desks utilize the Commonwealth’s Enterprise ITSM.  A connection between the Commonwealth’s Enterprise ITSM and the Offeror’s Service Desk will be required to keep Help Desk tools synchronized.

In addition, the Offeror must provide an Internet accessible KMP as a central repository for processes and procedures, communications plans, and other relevant documentation to be shared with the Commonwealth.  Knowledge Management will be a function shared by the Commonwealth along with the Offeror.  This will allow the Commonwealth to combine data from all Commonwealth agencies and the Offeror, reorganize it, make it understandable, and present it to the Commonwealth.  

The Offeror must coordinate with the Commonwealth to provide feedback on the effectiveness and accuracy of KMP content.  In addition, the Offeror must notify the Commonwealth when incorrect information is identified, reference material becomes outdated, or when the content is rendered inaccurate.  At the Commonwealth’s discretion, the Offeror may be required to develop content, as needed, including answers to frequently asked questions, reference/educational materials, and other documents to be added at the Commonwealth discretion.

The Offeror must create and keep current a CPPM that documents the processes, procedures and timelines used to meet the requirements of this contract.  The CPPM must provide detailed process descriptions to support the computing needs of the Commonwealth utilizing best practices and be made available (via Offeror’s Portal) to all Commonwealth agencies throughout the term of the contract.  

	Reference Documentation

Exhibit K - OA Enterprise ITSM System and Volumetrics
Schedule H - Commonwealth Computing Procedures Manual (CCPM)

	Requirements
	Describe Compliance

	1. 
	Provide an integrated Service Desk process with the other Service Management processes, including Incident Management, Problem Management, Change Management, Configuration Management and Service Request Management.  The final Service Desk processes and procedures must consider current Commonwealth service management policies and procedures.
	Offeror must describe its Service Desk solution offering (processes, procedures, staffing, and technologies).  
Offeror must provide a sample of its KMP from a previous or current engagement of Offeror.

	2. 
	Provide a Service Desk with processes and tools for Service Delivery and Service Management that are ITIL-conformant.
	

	3. 
	Seamlessly integrate the Service Desk (including tools, technology and processes) with the Service/Help Desk(s) of other identified Agency Service Desks as required.  The Offeror must coordinate the integration of the proposed Service Desk with the Commonwealth’s Enterprise ITSM System and other agency Help Desks as required.  Integration with other agency ITSM systems is not required.
	

	4. 
	Analyze incident trends, and recommend and implement actions, with Commonwealth’s approval, to reduce incidents.
	

	5. 
	Conduct random surveys of authorized users of the Service Desk in accordance with the Commonwealth each month.
	

	6. 
	Develop and document processes regarding interfaces, interaction, and responsibilities between Level 1 Support personnel, Level 2 Support personnel, and any other internal or external persons or entities that may either submit notice of an incident or receive notice of an incident.
	

	7. 
	Ensuring staffing levels and work allocation remains appropriate to handle incident volumes and incident response targets.
	

	8. 
	Provide trained service desk personnel.
	

	9. 
	Ensure that the Service Desk is available at all times (i.e.  24 hours a day, 365 days a year).
	

	10. 
	Manage all Incidents and/or Service Requests from authorized users relating to Contracted Services.
	

	11. 
	Provide weekly reports to the Commonwealth on Service Desk activities, performance, and adherence to established SLAs.  Service Desk reporting must include at a minimum:
· Key issues relating to Service Desk processes, improvements, script development.

· Status as to Service Desk staffing, training, and authorization.

· Integration activities and issues with other Service Desks belonging to the Commonwealth.
· Trend analysis shall include (13) most recent months.  If the Service has been in place less than thirteen months then trend analysis shall include all months of Service.
· Calculate metrics and provide monthly reports. 

· Number of Contacts, to include all interactions (Calls, phone calls, electronic, automated or otherwise).

· Number of calls abandoned, average call duration, average time to answer, average time to abandon.

· Number and percentage of Contacts resolved.

· Number and percentage of Contacts passed to other Service Desks.

· Other pertinent information regarding Service Desk operation and performance.
	

	12. 
	Enable a KMP accessible by all authorized users.  Content for the KMP will be approved by the Commonwealth.
	

	13. 
	Offeror must record all incidents, problems, service requests, change requests, and configuration information in the software recording tool.  All updates to the record, contacts with clients or vendors, and resolutions will be recorded in a real-time and consistent manner.  This recording tool will house the KMP.
	

	14. 
	Monitor reporting system to ensure incidents and problems are being addressed to meet agreed SLAs.
	

	15. 
	Transition must include the transfer of system and application monitoring alerts with the ability to turn-off the problem alert process during maintenance windows and other scheduled outages.
	Offeror must describe its approach to ensure alerts are transitioned successfully.

	16. 
	Interim Support Desk Procedures will be required as the Commonwealth transitions from its current support architecture to the Offeror’s Service Desk.
	Offeror must describe an interim approach and procedure(s) for providing Service Desk operation throughout the transition to the Offeror’s fully managed service.

	17. 
	Incident Management - The Offeror’s Incident Management process shall encompass Incident Management processes deployed across all Service Components that are designed to: restore service as quickly as possible, minimize disruption to the Commonwealth, aim for highest levels of availability and service quality, completely transparent and auditable delivery of service, and promote the highest level for user satisfaction.
	Offeror must describe its Incident Management Process and how it will be applied to the overall IT Service Management Program for the Commonwealth.  

	18. 
	Problem Management - The Offeror’s Problem Management Process must minimize the adverse effect on the business of Incidents and Problems caused by errors in the IT infrastructure, Applications, systems and supporting components, and proactively prevent the occurrence of Incidents and Problems by identifying and eliminating causes of failure.
	Offeror must describe its Problem Management Process and how it will be applied to the overall IT Service Management Program for the Commonwealth.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.5 Technical Architecture

	The Technical Architecture function will oversee the ongoing design of the various computing platforms that will support the Commonwealth’s existing computing topologies, as well as plan for the approaching consolidation of the Commonwealth datacenters.  The intent is to design an infrastructure which will ultimately utilize multiple datacenters for processing, tiered DR Services, and on-demand Services in a secure environment.  At the conclusion of the design, and after approval by the Commonwealth, the Offeror must document the environment via a Service Catalog.  
Offeror must design the technical architecture of the computing systems based on current best practices, to support the evolving technologies and business needs of the Commonwealth.  The volume of computing and storage will vary during the term of the contract due to applications development, testing, certification, the retirement of existing production environments, as well as cyclical processing demands such as the various tax seasons.  The Offeror must be able to expand and contract service offerings based on Commonwealth needs in a timely and cost effective manner.  

	Reference Documentation

Exhibit A - Commonwealth Network Environment

Exhibit(s) B.1 through B.6 - Data PowerHouse (DPH) Exhibits
Exhibit(s) C.1 through C.13 - Department of Public Welfare (DPW) Exhibits
Exhibit(s) D.1 through D.15 - Enterprise Datacenter (EDC) Exhibits
Exhibit(s) E.1 through E.43 - Department of Labor & Industry (DLI) Exhibits
Exhibit(s) F.1 through F.4 - Department of Health (DOH) Exhibits
Exhibit(s) G.1 through G.16 - PA State Police (PSP) Exhibits
Exhibit(s) H.1 through H.8 - Department of Revenue (DOR) Exhibits
Exhibit(s) I.1 through I.13 - Commonwealth SAP Environment - Integrated Enterprise Services (IES) Exhibits
Exhibit L - Master Application Inventory
Exhibit(s) M.1 through M.7 - Department of Corrections (DOC) and Pennsylvania Board of Probation and Parole (PBPP) Exhibits

Exhibit(s) N.1 through N.2 - PennDOT Exhibits

	Requirements
	Describe Compliance

	1. 
	Create a Service Catalog.  Define the Services and platforms to be offered.

Provide a detailed list of Services, via a common Service Catalog to be provided to the Commonwealth.  Utilize an industry standard software product to ensure the detailed service offering is recorded.
	Offeror must describe the catalog of Services it proposes.

Offeror must provide a sample of a Catalog of Services that includes both Services and platforms that it proposes.

	2. 
	Design and build the IT architecture required to support the Services.

Design and build the IT technical architecture to support the Services selected by the Commonwealth.  Provide the design to the Commonwealth for review and approval prior to execution.
All designs must be approved by the Commonwealth.
	Offeror must describe its overall service design process. 

	3. 
	Design platform and support lifecycles.

Provide a technical support staff structure for the Services and platforms to be offered.  Support will consider all skills needed to plan, operate and support each technology platform.  
	Offeror must describe its proposed technical architecture team.  Resumes for proposed key personnel must be provided as described in Schedule G - Staffing Plan and Key Positions.

	4. 
	Define Technical Support Services.  
Provide the skills of and the size of the support staff to plan, manage, and operate the various IT infrastructure platforms.     
	Offeror must describe its proposed technical architecture team.  .  Resumes for proposed key personnel must be provided as described in Schedule G - Staffing Plan and Key Positions.

	5. 
	Interoperability

Strive to design architectures with system components that facilitate system data accessibility.
	Offeror must describe its methodology and approach to designing technical architecture 

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.1.5.1 Technology Refresh 

	Technology refresh will be an ongoing activity required of the Offeror.  The Offeror will prepare technology impact statements that address the key technologies planned for refresh or technologies identified to be of interest to the Commonwealth.  These impact statements will provide a wide range of information, including the following matters applicable to the Offeror’s environment:

· Technology trends

· IT Infrastructure Offeror releases and offerings

· IT Infrastructure Offeror retirement of older versions of products

· Proposed scheduling of Offeror releases into the datacenter environment

· Potential impact of the new releases on business applications in the datacenter infrastructure

· Potential impact of the new releases on deployment and operational processes

· Risk analyses with recommendations for mitigation of risks

The Commonwealth and the Offeror will review the impact statements.  Based on these reviews, the Offeror must recommend a plan and schedule for technology refresh to the Commonwealth.  Since the expected usable life of any hardware approved for the datacenter environment is about 36 months, the plan shall project an 18-month window into the future, and include resource estimates for each recommended refresh activity.  Software refresh will depend on software releases and the Offeror must ensure operational compatibility with existing Commonwealth applications and/or functionality or must provide upgrade alternatives and options.  The Offeror must obtain Commonwealth approvals prior to implementing technology upgrades that will affect Commonwealth operations.

	Reference Documentation

N/A

	Requirements
	Describe Compliance

	1. 
	Update Technical Architecture  approach and project plan including; Service Catalog, IT Architecture, and Technical support
	Offeror must document its Technical Architecture  approach and project plan including; Service Catalog, IT Architecture, and Technical support

	2. 
	Technology refresh approach - describe methodology for reviewing and refreshing technology on a scheduled basis.
	Offeror must describe its methodology for reviewing and refreshing technology on a scheduled basis.

	3. 
	Technical Architecture Staffing
	Offeror must identify its technical architecture organization and staff.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.5.2 IT Service Continuity Architecture

	The Offeror’s IT Service Continuity Architecture will provide tiered DR capabilities and Services for applications that have been identified by the Commonwealth.  The Offeror must provide a Service Continuity solution that includes DR computing, storage, networking systems and recovery processes and will be included in the overall Commonwealth architecture design.  Only critical applications and associated equipment identified by the Commonwealth will be addressed with DR systems.  Additional information regarding Tiered Service Delivery and Tiered DR can be found in referenced supporting exhibits.
The Commonwealth will lead the Business Continuity effort with assistance from the Offeror.  

	Reference Documentation

Schedule J.1 - Datacenter Service Level Management

	Requirements
	Describe Compliance

	1. 
	DR Architecture and Plan will be documented by the Offeror and approved by the Commonwealth.
	Offeror must describe its infrastructure and service offering for a DR and Business Continuity Plan.  

	2. 
	IT Service Continuity Architecture and Plan - Backup hardware and software will be obtained, configured and available per an agreed to Service Level to process the identified critical applications.  Where applicable, data will be electronically replicated (including disk-2-disk) to the backup systems (off site) to insure a successful recovery.  Wherever data replication is not viable, backup tape data will be utilized.  
	Offeror must describe the design of its Tiered DR plan in the design of the Commonwealth technical architecture.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.
Offeror must describe its process for modifying the scope/service level for DR coverage.

	3. 
	Recovery systems must be available via network access. Routing must be configured and tested during initial system architecture design.

Include the network requirements of the DR plan in the design of the network architecture.
	Offeror must describe the network requirements of its DR plan in its proposed design of the network architecture.

	4. 
	Recovery documentation for each identified system/ application will be required.  Information will include the targeted backup hardware, software, networking changes, data location, restoration and access process, execution authorization, and notification to service owner when an application has been restored to service.

Offeror must create recovery documentation for each system / application identified as a critical system where DR is required.
	Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the tiered DR needs of the Commonwealth. 

	5. 
	A DR support plan must be created.  The DR team must notify the Commonwealth when a recovery plan will be put into action, and must manage questions and issues that may arise after implementation.

Create a DR team that will manage the execution of the DR plan from declaration to recovery when required.
	Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the DR needs of the Commonwealth.

	6. 
	For critical systems identified as having a current tested DR Plan within the DPH, the Offeror will update the associated DR test plans for the new target environment.
Successful testing of each revised DR Plan is required prior to Commonwealth acceptance.
	Offeror must provide its approach to creating and testing DR Plans.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.6 Account Management

	The Account Management function is responsible to provide each Commonwealth agency with oversight of the contracted Services and support required to satisfy the Commonwealth’s computing needs.  The Account Manager will provide direct interface with the Commonwealth agencies ensuring daily operations and needs are provided, and create monthly operational summaries reporting to both the agencies and the Commonwealth.  This report will address all operational events and issues that occurred during the month that would have effected service level attainments, problems and incidents, and recommendations for changes needed to provide continuous, secure computing Services.  Each Commonwealth agency will interact with its assigned Account Manager to discuss needs, issues, problems or costs.

	Reference Documentation
Schedule G - Staffing Plan and Key Positions

	Requirements
	Describe Compliance

	1. 
	Assign an Account Manager to each identified agency.  The Account Manager will be responsible for all Services provided, represent the Commonwealth agency’s needs, and be the advocate for the agency throughout the Offeror’s organization.  Based on the size and application complexity of the Commonwealth agency, the Offeror must assign additional account management resources.  Account Managers shall understand agencies line of business and business trend analysis.
Offeror must assign a minimum of 6 dedicated account managers.
	Offeror must identify its account management structure, roles, and responsibilities.  The Offeror must provide resumes and qualifications for each of its proposed Account Managers and other key positions.   

	2. 
	Account Managers will meet with assigned agency contacts on a regular basis.  It is anticipated that this will be at minimum weekly during the initial program start and through transition.
	Offeror must describe its approach to meet this requirement.

	3. 
	Meet with Commonwealth teams on a monthly basis.  It is anticipated that this will be at minimum weekly during the initial program start and transition to monthly meetings with the Commonwealth teams to address problems and assure continuous service improvements.
	Offeror must describe its approach to meet this requirement.

	4. 
	Participate in agency-sponsored IT planning sessions on a quarterly basis.  Offeror must schedule quarterly computing capacity reviews to ensure sufficient processing capacity, needs, and issues are being addressed.  Suggest changes when necessary.
	Offeror must describe its approach to meet this requirement.

	5. 
	Advocate for agency interests.  Offeror’s Account Management team will advocate for the Commonwealth’s interests.  For example, intervene with Service Desk personnel to resolve a major problem; problem escalation process, support root cause analyses process.  Another example, coordinate with agency and service providers to ensure timing of technology refreshes have the least impact on the agency.
	Offeror must describe its approach to meet this requirement.

	6. 
	Monthly status reports - Ensure The Commonwealth is aware of operational status and project update information on a monthly basis.  Create and deliver a monthly status report, summarizing operational metrics as defined in the CCPM, by service platform, including highlights and exceptions, and project status.  
	Offeror must describe approach and provide a representative sample report.  

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.7 Configuration Management 

	The Offeror’s Configuration Management system must ensure complete and accurate recordkeeping relative to datacenter assets; hardware, operating system software, firmware, and network.  The Offeror’s Configuration Management Database (CMDB) system must be synchronized with the proposed datacenter Change and Release Management processes.  Also included will be associations of infrastructure configuration items (CIs) and Agency application infrastructure to support application infrastructure related SLAs.  
At the end of the contract the Offeror will be responsible to provide the Commonwealth with a final electronic copy of the CMDB.  
The following list identifies but does not limit the roles and responsibilities that the Offeror must perform:

· Define and document Configuration Management standards and procedures per ITIL v3 standards.

· Establish an electronic interface to the Commonwealth’s CMDB(s) to keep current both the Commonwealth’s CMDB and the Offeror’s CMDB.

· Establish process for tracking configuration changes

· Establish process interfaces to Incident and Problem Management, Change Management, technical support, maintenance and asset management processes

· Establish appropriate authorization controls for modifying configuration items 

· Establish configuration baselines as reference points for rebuilds, and providing ability to revert to stable configuration states

· Establish process for verifying the accuracy of configuration items, adherence to Configuration Management process, identify process deficiencies and recommend corrective actions

The Commonwealth will require online access to configuration related information and reports to satisfy application updates and audit requirements.

	Reference Documentation
Schedule H - Commonwealth Computing Procedures Manual (CCPM) 

	Requirements
	Describe Compliance

	1. 
	Provide a documented process to track configuration changes accordingly to ITIL V3 framework
	Offeror must describe how its Configuration Management System addresses the list of requirements described above.
Offeror must provide a toolset description and an example of a configuration management system from a prior or current engagement of the Offeror.

	2. 
	Per agency request, provide specific application related infrastructure component configuration information.  
	Offeror must describe how its configuration management systems can support this requirement.

	3. 
	Provide current configuration reports at an agency level by datacenter component.
	Offeror must describe its process to request configuration management reports.  
Offeror must provide a sample of a Configuration Management report used by Offeror on a current or previous engagement.

	4. 
	Continuous review and updates to the Offeror’s and Commonwealth’s CMDB
	Offeror must describe its approach to maintaining the accuracy of the CMDBs (Offeror & Commonwealth).

	5. 
	CMDB that constitutes the common repository created by the Offeror to include, but not be limited to, location information, service information, configuration information, application information, billing data, inventory data, and performance data. This data will be provided to the Commonwealth via electronic interface in a format approved by the Commonwealth.  
	Offeror must describe its approach to meet this requirement.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.1.8 3rd Party License Management  

	Currently the Commonwealth manages over 2,000 business applications that require numerous software platforms and products.  The Offeror’s 3rd Party License Management service must ensure accurate inventory and licensing compliance for all Offeror provided infrastructure software products.  The Offeror will be solely responsible for the management of all infrastructure software products provided through this contract.  
The Offeror must coordinate with the Commonwealth to ensure compatibility between Commonwealth provided applications related software, and the Offeror provided infrastructure software.  The Offeror must provide a method for tracking and reporting on both Offeror provided and Commonwealth provided software that will reside on the managed infrastructure.  
The Offeror must provide the ability to purchase the Third Party Software listed in Exhibit B.4 - DPH - Third Party Softwareand additional third party software if required to provide the contracted services.  The Offeror shall be responsible for the licensing and maintenance and support for the Third Party Software.   The Commonwealth at its sole discretion may procure third party software from appropriate contracts. 

The Offeror must provide the ability to purchase maintenance and support for the Third Party Software listed in Exhibit B.10 - DPH – Hybrid Third Party Software.  The Offeror shall be responsible for the maintenance and support for the Third Party Software.   The Commonwealth at its sole discretion may procure third party software maintenance and support from appropriate contracts. 



	Reference Documentation
Exhibit B.3 - DPH - Commonwealth Software Asset Listing

Exhibit B.4 - DPH - Third Party Software
Exhibit B.10 - DPH – Hybrid Third Party Software
See each target datacenter exhibits for current applications supported.

	Requirements
	Describe Compliance

	1. 
	Provide, as requested, current software license reports for in scope infrastructure.    For example specific OS version and patch levels per service instance.    
	Offeror must describe its approach to providing 3rd party software inventory and tracking per agency related infrastructure.  

	2. 
	Improve service quality, efficiency, and effectiveness.
	Offeror must describe its methods to address continuous service improvement process related to 3rd party software management.

	3. 
	Improve/reduce cost of service.
	Offeror must provide examples of 3rd Party Software Management initiatives it has implemented and which may be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




3.2.2 Technical Services

	3.2.2.1 Transition Management (New Customer and/or Services)

	The Transition Management service ensures the systematic planning, management, execution, and monitoring of major changes to the datacenter environment(s).  This Services offering is to support new customers and/or new Services (i.e. remote file servers, remote databases, etc.).  This service offering includes the phased migration of Commonwealth applications to the Offeror’s managed service excluding initial transition.

Information and tasks pertaining to the transition of the initial Targeted Datacenters and Agencies can be found in Section 3.3 – Transition Services.  

	Reference Documentation
N/A

	Requirements
	Describe Compliance

	1. 
	Transition Management Office - Create a Transition Management Office and team that will be responsible for the migration projects of hardware and applications from the Commonwealth’s locations to the new target datacenter environments.
	Offeror must describe its transition management approach and its proposed transition team.  Provide resumes for key members of the proposed transition team.  

	2. 
	Create a computing environment; hardware, software, network systems, peripherals, and devices as required to migrate the Services from the Commonwealth.
	Offeror must discuss its approach to migrating the Commonwealth’s computing platforms (mainframe, mid-range and x86) and associated infrastructure to the Offeror’s proposed solution.

	3. 
	Provide recommendations for the repurpose, replacement, or retirement of existing Commonwealth hardware, software, network systems, and peripheral devices as required after system migrations have been completed.
	Offeror must discuss its approach.

	4. 
	Optimize Current Process and Procedures – Coordinate with Commonwealth customer to review and plan for a transition of processes and procedures.
	Offeror must describe its overall plan for optimization of the existing processes, procedures, tools, etc.  to provide more efficient and effective Services.  The description must include approach, plan, and methodologies.   

	5. 
	Develop detailed plans to migrate Commonwealth applications, and associated infrastructure from Commonwealth datacenters to the Offeror’s datacenters.  On a monthly basis, Offeror must create a report to detail the transition projects on the plan, status, risks, and the forecasted transition date.
	Offeror must discuss its approach to support the migration of Commonwealth applications to the proposed solution including communicating and reporting on the migration plan, risks and schedule.  

	6. 
	Coordinate with Commonwealth applications project teams to plan and execute the application and infrastructure migration plans.
	Offeror must discuss its approach.

	7. 
	Revise datacenter disaster recovery plans on the occasion of major changes to the datacenter hardware, software, or network portfolio.
	Offeror must discuss its approach.

	Continual Process Improvement

	8. 
	Reduce service risks.
	Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	9. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.  

	10. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	11. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	12. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	13. 
	Improve/reduce cost of service
	Offeror must provide examples of previous technology initiatives implemented by Offeror that achieved reduced costs of Services and that met or exceeded ROI (Return on Investment) analysis projections.  

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.2.2 Infrastructure Architecture

	The Infrastructure Architecture service will define and manage the scope and design of the infrastructure architecture for the computing systems to support the evolving needs of the Commonwealth.  This range of Services includes design of the mainframe, mid-range, x86 servers, (both physical and virtual), Local Area Network (LAN), storage, backup systems, and the DR systems.  The design will also need to detail how the most current data will be restored to the targeted DR system.  
Efforts are underway to re-write many of the Commonwealth business applications.  For example, some of the mainframe applications are being migrated to newer server based systems.  The Offeror must consider the planned retirement of some of the mainframe workload, and at the same time consider the offsetting growth in other server platform environments.  
At the direction of the Commonwealth, the Offeror must transition Commonwealth based computing infrastructure to one of the datacenters. The Offeror must work with the Commonwealth agencies to understand the systems involved, and the timeframe of these migrations.  Working with the Commonwealth agencies, the Offeror must provide the design, project management, hardware and technical support required to test and migrate these systems to the new production environment.  At its discretion, each agency will provide the applications staff to support the migrations.

The Infrastructure Architecture service will review and recommend hardware, software, and the technical configurations required to build the requested infrastructure environments.  Prior to migrating each of the current application workloads to the new target infrastructure, the Offeror must work with each Commonwealth agency to develop a mutually agreed to Acceptance Test Plan that includes the testing of application infrastructure performance characteristics.  

	Reference Documentation
Exhibit A - Commonwealth Network Environment

Exhibit(s) B.1 through B.6 - Data PowerHouse (DPH) Exhibits
Exhibit(s) C.1 through C.13 - Department of Public Welfare (DPW) Exhibits
Exhibit(s) D.1 through D.15 - Enterprise Datacenter (EDC) Exhibits
Exhibit(s) E.1 through E.43 - Department of Labor & Industry (DLI) Exhibits
Exhibit(s) F.1 through F.4 - Department of Health (DOH) Exhibits
Exhibit(s) G.1 through G.16 - PA State Police (PSP) Exhibits
Exhibit(s) H.1 through H.8 - Department of Revenue (DOR) Exhibits
Exhibit(s) I.1 through I.13 - Commonwealth SAP Environment - Integrated Enterprise Services (IES) Exhibits
Exhibit L - Master Application Inventory

Schedule J.1 - Datacenter Service Level Management
Exhibit(s) M.1 through M.7 - Department of Corrections (DOC) and Pennsylvania Board of Probation and Parole (PBPP) Exhibits

Exhibit(s) N.1 through N.2 - PennDOT Exhibits

	Requirements
	Describe Compliance

	1. 
	Define the infrastructure technology Services to be offered.  
Provide a detailed list of Services and computer platforms to be provided to the Commonwealth.  
	Offeror must describe its ability to provide infrastructure technical Services across multiple computing platforms (mainframe, mid-range and x86).  Include explanation of different service tiers (e.g. gold, silver and bronze).

	2. 
	Design and build the IT infrastructure architecture to support the Services required by the Commonwealth.  Design will provide as much interoperability and open standards as possible.  All designs must be approved by the Commonwealth.
Provide the design in a Visio format to the Commonwealth for review and approval prior to execution.  This diagram will be dated and maintained as Services are altered for the duration of the engagement.
	Offeror must describe its methodology and approach to infrastructure architecture design Services.
Offeror must describe the documentation requirements, timelines for both normal requests and emergency situations.

Offeror must provide representative sample of infrastructure design documentation.  

	3. 
	Address CJIS and Criminal History Record Information Act (CHRIA) requirements for agency application infrastructure designs where required.  

Some agency application infrastructure designs (e.g.  PSP) require additional security and encryption level requirements imposed by CJIS.
	Offeror must provide examples of its experience in designing infrastructures that adhere to CJIS and CHRIA requirements.

	4. 
	SAP Infrastructure Design

The Offeror’s proposed target infrastructure design for the Commonwealth’s SAP environments must include a certified SAP sizing report prior to migration of the systems.
	Offeror must provide examples of its experience in sizing and design of SAP infrastructures. All designs must be approved by the Commonwealth.

	5. 
	Commonwealth Wide Area Net connectivity.
Provide connectivity from the datacenter to the Commonwealth Network.   Redundant network links are required.
	Offeror must describe its capabilities to connect to and manage the requisite connections.  Explain ongoing network support Services to manage these links including the ability to increase capacity as needed to support changes in the application infrastructure requirements.

	6. 
	Develop Acceptance Test Plan.

Prior to migrating each of the current application workloads to the new target infrastructure, the Offeror will work with each Commonwealth Agency to develop a mutually agreed to Acceptance Test Plan that includes the testing of application infrastructure performance characteristics.
	Offeror must discuss its proposed approach to systems acceptance testing and include the approach to performance testing.

	7. 
	Provide System Acceptance testing.

The Offeror must conduct system acceptance testing, and provide the Commonwealth with written verification prior to declaring the system is fit for use.  This acceptance test must include validation of infrastructure performance against system performance characteristics agreed to by both parties.
	Offeror must discuss its proposed approach to systems acceptance testing.

	8. 
	Ready for use certification
	Offeror must provide the Commonwealth with written verification prior to declaring the Service is ready for use.  The Service will not be considered ready for use until written acceptance is obtained from the Commonwealth.  

	9. 
	Support User Acceptance Testing.
	Offeror must support the Commonwealth’s user acceptance testing.  

The Commonwealth shall not be charged for Services until written acceptance is obtained from the Commonwealth.

	10. 
	Provide Application Infrastructure environments.

Provide non-production and production environments for each of the application computing platforms.  The non-production environments will be used for testing new technologies and applications, updates and upgrades, prior to production implementations.
	Offeror must describe its approach to the design and management of multiple application infrastructures.   

Identify proposed solution to individual or consolidated non-production environments for agencies.

	11. 
	Design service lifecycle.

Provide the infrastructure design for the Services and platforms to be offered.  Provide ongoing evaluation and recommend new technologies to enhance, improve, and reduce the cost of Services.
	Offeror must describe its approach to provide service lifecycle design for all Commonwealth computing platforms and associated infrastructures.    

Offeror must provide the Commonwealth and its agencies the ability to request new technologies to be available.

	12. 
	Define Technical Support functions.  
	Offeror must list Offeror’s support staff levels required to plan, manage, and operate the IT infrastructure, based on the various service levels offered.

	Continual Service Improvement

	13. 
	Reduce service risks.
	Relative to the service in question, Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	14. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.  

	15. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	16. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	17. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	18. 
	Improve/reduce cost of service
	Offeror must provide examples of previous technology initiatives implemented by Offeror that achieved reduced costs of Services and that met or exceeded ROI (Return on Investment) analysis projections.  

	Deliverables

	Deliverables are defined in Schedule K - Key Program Deliverables

	Offeror Response




	3.2.2.3 Capacity Management 

	The Capacity Management activity focuses on the planning and scheduling of the Commonwealth’s infrastructure capacity and growth.  Capacity planning includes consideration of data communications, networking, processing, storage, and other environmental variables.  The Offeror must issue periodic reports showing usage, trends, capacity forecasts, and recommendations for upgrades.
Processor capacity planning focuses on estimating, measuring, and reporting on the central processing unit (CPU) and memory usage, including peak usage and average usage over time.

Forecasting of each agency’s application-based processor and memory usage will be determined using projected transaction and user volumes supplied by the Commonwealth.  The Offeror must track application-based processor and memory usage and report the usage and trends to the Commonwealth.  The Offeror must make periodic recommendations for upgrading existing server capacity.

Data storage capacity planning focuses on estimating, measuring, and reporting on data storage used per application over time.  
Forecasting of application-based data storage usage will be provided by the Commonwealth.  The Offeror must track current data storage usages and report the usage and trends to the Commonwealth.  The Offeror must make periodic recommendations for upgrading existing data storage capacity.

New application infrastructure capacity planning focuses on estimating, measuring, and reporting on network, server, and data storage usage over time per application.  New processing requirements will be established during testing in test environments.  The Offeror must track application-based infrastructure usage.  The Offeror must make monthly recommendations for upgrading existing infrastructure capacity.

The following list identifies but does not limit the roles and responsibilities that the Offeror must perform:

· Establish comprehensive Capacity Management planning process 

· Identify future business Commonwealth requirements that will alter capacity requirements

· Assess capacity impacts when adding, removing or modifying applications

· Capture trending information and forecast future agency infrastructure capacity requirements based on agency defined thresholds

· Recommend changes to capacity to improve service performance

· Assess impact/risk and any cost of capacity changes with agencies

· Maintain capacity levels to optimize use of existing IT resources and minimize agency costs 

· Ensure adequate capacity exists within the IT environments 

	Reference Documentation

Schedule H - Commonwealth Computing Procedures Manual (CCPM) 

	Requirements
	Describe Compliance

	1. 
	Working with each agency, develop the initial Capacity Management Plan based on an inventory and review of each of the agency applications and associated managed infrastructure.

Develop the initial Capacity Management Plan and provide quarterly updates to the plan.
	Offeror must discuss its approach to Capacity Management and provide a sample of a Capacity Management Plan.

	2. 
	Meet with the Commonwealth and agency representatives on a monthly basis to assess the future datacenter resource requirements; processors, storage space, network (LAN & WAN),  selected application transactions, and number of users, etc.
	Offeror must discuss its approach to support the current and future needs of Commonwealth agencies.

Offeror must provide a sample of a Capacity Management report that includes processor, storage, network and application metrics.

	3. 
	Produce an annual datacenter Capacity Plan and Trend Analysis.
	Offeror must discuss its approach to meet this requirement.  Provide a sample Capacity Management Plan and Trend Analysis.

	4. 
	Produce a monthly planned vs. actual resource usage report.
	Offeror must discuss its approach.  Provide a sample resource usage report.

	5. 
	Recommend methods for reducing hardware “footprints”, e.g., replacing server storage with network attached storage and aggressive server virtualization.
	Offeror must discuss its approach.

	6. 
	Allow emergency or temporary orders for additional Services or capacity without a minimum service commitment.
	Offeror must discuss its approach.

	Continual Service Improvement

	7. 
	Reduce service risks.
	Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	8. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.  

	9. 
	Improve client satisfaction.
	Offeror must describe methods to continually improve client satisfaction.

	10. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	11. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of previous capacity initiatives implemented that achieved reduced costs of Services and that met or exceeded ROI (Return on Investment) analysis projections.  If costs of Services increased due to increased required capabilities, so identify.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.2.4 DR Planning & Testing

	The DR Planning & Testing service ensures that the Offeror provides expert assistance in developing, documenting, deploying, and testing tiered datacenter recovery strategies that includes access for Commonwealth end users.  This service will protect the identified applications processing at the datacenters, Commonwealth employees and constituents who utilize the application.  
The Commonwealth will provide the Offeror with a list of agency applications that require a DR solution and related DR plan after contract is awarded.  The Offeror is expected to provide DR Planning and Testing Services for agency applications that require DR Services.  For Commonwealth agency applications that do not currently have DR plans, these Services will be provided in the event the Commonwealth elects to order DR services for these applications.

	Reference Documentation
Exhibit B.5 - DPH - Agency Disaster Recovery Matrix 
Schedule J.1 - Datacenter Service Level Management

	Requirements
	Describe Compliance

	1. 
	Meet with the Commonwealth and agency representatives on an annual basis and upon request to assess its DR requirements.

Post contract award, Offeror must document the Tiered DR plans in an online software program that will be available to Commonwealth and Offeror staff.  The documented plans must be made available at the time each individual critical application is transitioned to the Offeror’s managed Services.
	Offeror must discuss its approach to providing a Tiered DR service offering to meet the needs of the agencies.
Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the DR needs of the Commonwealth.

 Offeror must discuss the DR capabilities that are included in its proposed Architecture.

 

	2. 
	Review and update Disaster Recovery Plans (DRPs) - Offeror must review existing Disaster Recovery Plans (DRPs) to determine gaps in existing or future DR Services, within the first 120 days after the Effective Date.  
The Offeror must at least annually 
review and update the disaster recovery

plans.
Assist the Commonwealth in identifying dependencies/limitations to DR testing due to non-Offeror infrastructure.
	Offeror must describe an approach to perform a gap analysis of the existing Disaster Recovery Plans (DRPs).  
Offeror must include a description of the process it will use to track and resolve all identified gaps.

	3. 
	Provide the Commonwealth and agency representatives with access to an online DR planning tool.
	Offeror must discuss its approach to meet this requirement.  Identify and describe the proposed online DR planning tool.

	4. 
	Provide the Commonwealth and agency representatives with access to an automated emergency notification system.  This would be invoked on the occasion of a disaster or other emergency.
	Offeror must discuss its approach to meet this requirement.  Identify and describe the proposed emergency notification system that could be used to invoke a DR event.

	5. 
	Assist the Commonwealth and agency representatives as requested to review agency identified critical business applications and related IT applications and infrastructure.  
	Offeror must discuss its approach to meet this requirement.

	6. 
	Assist the Commonwealth and agency representatives as requested in developing, documenting, deploying, and exercising its tiered disaster recovery plans.
	Offeror must discuss its approach and optional service offering.

Offeror must describe its approach to perform a successful recovery test within 6 months of transition to the Offeror’s Managed Service.

	7. 
	Assist the Commonwealth and agency representatives as requested in coordinating disaster recovery exercises.

Frequency of DR exercises will be at
 the discretion of the Commonwealth. 
The Offeror must every six (6) months 
test the operability of the disaster 
recovery plan then in effect.

	Offeror must discuss its approach and optional service offering.

	8. 
	Assist the Commonwealth and agency representatives as requested in developing, documenting, deploying, and exercising its continuity of operations (COOP) and continuity of government (COG) plans.  
	Offeror must discuss its approach.

	9. 
	Assist the Commonwealth and agency representatives as requested in integrating its disaster recovery plans into its COOP and COG plans.
	Offeror must discuss its approach.

	10. 
	As requested by the Commonwealth, evaluate the efficiency of business partner disaster recovery and/or business continuity plans.
	Offeror must discuss its approach.

	11. 
	In concert with the Commonwealth and agency representatives, lead the recovery operations as requested in the event of a disaster or other major disruption.
	Offeror must discuss its approach and optional service offerings.

	12. 
	Conduct disaster recovery planning and activities in accordance with the Business Continuity Institute Good Practice Guideline or similar standard.
	Offeror must identify the standard and describe its approach to meet this requirement.

	13. 
	Ensure DR Planning & Testing Services are documented in the Service Catalog.
	Offeror must provide a prototype of this section of the Service Catalog.

	Continual Service Improvement

	14. 
	Reduce service risks.
	Relative to the service in question, Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	15. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.  

	16. 
	Improve client satisfaction.
	Offeror must describe methods to continually improve client satisfaction.

	17. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	18. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	19. 
	Validate business case for cost of the service.
	Offeror will provide examples to validate the projected cost savings or cost avoidance projected versus the cost of using this service.

	20. 
	Improve/reduce cost of service.
	Offeror must provide examples of previous disaster recovery initiatives implemented that achieved reduced costs of Services and that met or exceeded ROI (Return on Investment) analysis projections.  If costs of Services increased due to increased required capabilities, so identify.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverable

	Offeror Response




	3.2.2.5 Security Management 

	The Security Management service must ensure the confidentiality, integrity and availability of Commonwealth information and infrastructure systems.  All support and implementation activities must be conducted in accordance with, but not limited to, leading industry and Commonwealth standards, which include, but are not limited to, ISO 27001:2005 and ISO 27002:2005.  The Offeror must support all related system audits at the Offeror’s expense.  The Offeror must maintain current security ISO 27001, ISO 9001 and ISO/IEC 20000 certifications.
The Offeror must comply with Commonwealth IT policies and directives as well as federal and Commonwealth laws, regulations and policies, including but not limited to the Criminal History Record Information Act (CHRIA), Health Insurance Portability and Accountability Act (HIPAA), Criminal Justice Information Services (CJIS) regulations, The United States Social Security Administration (SSA)regulations, IRS (Internal Revenue Service) Publications, Commonwealth Information Technology Bulletins (ITBs) and the Payment Card Industry (PCI) standards.  The Offeror must work with each agency to understand and ensure compliance with all laws, regulations, and policies as they pertain to each individual agency.

	Reference Documentation
Exhibit J.1 through J.3 - Commonwealth Security and Compliance Requirements 
Exhibit G.6 - PSP - CJIS Security Policy 
Exhibit G.9 - PSP – CCHRI
Exhibit G.7 - PSP - Summary of CJIS Requirements

Exhibit G.12 - PSP - CHRIA Handbook

	Requirements
	Describe Compliance

	1. 
	Develop an annual Security Management Plan.
	Offeror must describe its approach to Security Management and provide a sample of a Security Management Plan.  Highlight how stated security objectives align with Commonwealth business goals, IT policies, and regulatory requirements.

	2. 
	Deploy complement of network security systems.
Implement at minimum: spam filtering, anti-virus, malware protection, firewall (web, application), intrusion prevention and detection, web content filtering, virtual private network, and data loss prevention systems.
	Offeror must describe its proposed solution including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Escalation Procedures 

Offeror must describe its prior experience relative to providing datacenter management and support of CJIS, CCHRI, HIPAA and PCI systems. 

	3. 
	Perform quarterly (at the Offeror’s expense) Vulnerability Analyses (VA) and penetration testing to identify new or emerging information security threats.
Perform penetration testing (at the Offeror’s expense) and present the results of each VA on a quarterly basis.  Should exposures be identified, plan and remediate the exposure in accordance with Commonwealth IT policy guidelines.  Report results to the Commonwealth within the time set out in an applicable SLA.
The above requirement will be for all systems/subsystems that the Offeror is responsible for including managed servers/virtual servers, network devices, security devices including , but not limited to, the following:
· Performing web application firewall administration and securing web applications behind it.
· Ensuring and maintaining PCI level 1 compliance.
· Implementing DLP for the data center server assets to avoid a breach.
· Implementing Database Firewall to secure database assets from breach.

	Offeror must describe its capabilities and approach to performing vulnerability analysis and penetrating testing on a quarterly basis.  Provide sample reports for each.  


	4. 
	Review network and other security logs for evidence of attacks.

Utilize enterprise grade intrusion detection tool(s) to systematically identify, stop, and report security threats.  Produce a monthly Security Log Analysis as part of the monlthy status reports as described in RFP section IV-5 Reports and Project Control.  


	Offeror must describe its solution and approach.

	5. 
	Apply operating system and other security patches.

Implement a Patch Management Program to ensure the timely application of security updates on all infrastructure platforms in accordance with Commonwealth IT policy guidelines.
The Patch Management Program must adhere to the Change Management process that includes Commonwealth approvals.
	Offeror must describe its proposed Patch Management program.

	6. 
	Restrict physical access to all network systems and equipment with biometric or other second factor access control systems.
	Offeror must describe solution and approach to meet this requirement.

	7. 
	Restrict access to all data in the Commonwealth network infrastructure.

Restrict and control all data access right, groups and special permissions based on the data security program designed by the Commonwealth security team and/or specified by the agencies.  Access level changes and exceptions will be executed only when approved paperwork is complete and approved.  A file of all access changes will be maintained by the Offeror for audit purposes.

Offeror must support Commonwealth initiated security audits.
	Offeror must describe solution and approach to meet this requirement.

	8. 
	Evaluate the security standing of network-connected subcontractors.

Conduct information security audits of prominent subcontractors on an annual basis.
	Offeror must describe solution and approach to meet this requirement.

	Continual Service Improvement

	9. 
	Reduce service risks.
	Relative to the service in question, Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	10. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.

	11. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	12. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	13. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	14. 
	Improve/reduce cost of service.
	Offeror will provide examples of Security Management initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.2.6 Performance Monitoring & Management

	The Performance Monitoring & Management Service of the infrastructure components, databases, and applications provide the critical input for meeting service level commitments.  Performance monitoring is a proactive method to identify and respond to system database, processor utilization, or environmental problems that may affect the Services, or might negatively affect Services in the near future.  The selected performance monitoring tools will also provide one of the key inputs for calculating SLAs, and the associated monthly evaluation and reporting needs. 

The Offeror must collect performance information and report on infrastructure and application performance status on a daily basis using performance management and monitoring tools.  
All tracked performance information must be reported daily, including processing performance, network (LAN / WAN) performance, and storage performance data.  The Offeror must determine trends in conjunction with the Commonwealth, and all trends will be reported to address, if necessary, any changes from an established baseline.  Forecasts of future usage will be determined based on expected growth in application transaction volume and expected deployment of future applications.
The Offeror must provide a base level of performance monitoring for key infrastructure components such as server, storage, network, and security.  Additional Performance Monitoring Services such as database and application monitoring will be offered to the Commonwealth as an additional level of service.

Agency applications may require additional application level monitoring provided and managed by the Commonwealth Agencies.   The Offeror must allow additional Commonwealth based monitors to be installed and managed by individual Commonwealth Agencies.

	Reference Documentation
Schedule J.3 - Datacenter SLA Definitions

	Requirements
	Describe Compliance

	1. 
	Identify the performance monitor software tool(s) that will be used to monitor selected infrastructure Services.  The selected infrastructure service will be presented to the Commonwealth for approval.
	Offeror must describe its proposed performance management toolset.



	2. 
	Create and maintain performance monitoring procedures for each platform to ensure each system is monitored in a consistent manner.  All identified systems will be monitored under the parameters established in the CCPM.
	Offeror must describe its approach to monitoring performance across multiple platforms and environments including the following:

· Process and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Escalation Procedures 

	3. 
	Performance information reporting - Collect and report on the performance data on a monthly basis.  Offeror must utilize these reports to ensure SLA’s are being achieved.  A monthly report will be created to provide a review of how well the systems are performing.  Also, provide daily reporting.  Recommend system changes to correct over and under system utilization, as well as system upgrades as appropriate.  These reports and recommendations will be shared with the Commonwealth.
Daily performance reports summarizing incidents for the past 24-hours and immediate reports of incidents and routine status reports of incidents in progress for resolution such as a network or server outage that impacts Commonwealth Services.

Examples of automated notifications include, but are not limited to, drive full (Warning, critical), unscheduled reboots, server instability, etc. and to be defined in the CCPM.
Offeror must have to ability to provide performance information on a daily, weekly, and monthly basis.
	Offeror must provide sample performance monitoring reports and approach to supporting daily, weekly and monthly reporting.
Offeror must describe its approach to provide Commonwealth the ability to utilize Offeror’s monitors (tools) as well as adding its own.

	4. 
	Support the load testing of applications by providing additional targeted performance monitoring Services during the testing period.  This service will be made available as an additional service.

Provide load-testing performance monitoring as an add-on service.
	Offeror must describe its monitoring capabilities and tools to support load-testing performance.

	5. 
	Performance Monitoring training -
Provide the Commonwealth with training on the use of performance management tools and reporting.
	Offeror must describe its training approach to provide this training to Commonwealth users.

	6. 
	Support for agency level monitors -   agency applications may require additional application level monitoring to be provided and managed by the Commonwealth agencies.  
Support synthetic transactions in applications to create a “dashboard” view that applications are working properly.
The Offeror must allow additional agency based monitors to be installed and managed by individual Commonwealth Agencies.
	Offeror must describe its approach to meet these requirements.   

	Continual Service Improvement

	7. 
	Reduce service risks.
	Relative to the service in question, Offeror must provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	8. 
	Improve service quality.
	Offeror must provide examples of previous Offeror initiatives aimed at improving service quality.

	9. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	10. 
	Provide service transparency.
	Offeror must provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	11. 
	Ensure service sustainability.
	Offeror must provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of Performance Monitoring and Management initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




3.2.3 Facilities Management  
	3.2.3.1 Facilities Architecture / Maintenance

	The Facilities Architecture and Maintenance service will provide and staff a minimum of two fully operational datacenter facilities in a multi datacenter mode.  This service will require the integration and alignment of the non-core Services, including those relating to the premises, required to operate and maintain a datacenter that will fully support the core objectives of this project.  
These datacenters will be geographically dispersed to provide protection from regional disruptions such as weather, power or other emergencies.  The process of locating and managing these physical environments will include defining the physical site requirements, selecting appropriate facilities, and designing effective processes for monitoring and maintaining environmental Services and managing physical access.  Effective management of the physical environment reduces the possibility of service interruptions due to unauthorized access and damage to computing equipment and personnel.  Please review Exhibit D.7 - EDC Facility Summary for information regarding the EDC facilities.
Facilities Management includes all aspects of providing and managing the physical environment.  For example; power and power distribution, cooling and ventilation, fire detection and suppression, building security and access control, and environmental monitoring are all required.  Listed below are the basic Services required, but not inclusive of all Services needed, to manage an enterprise class datacenters required by the Commonwealth.

	Reference Documentation
Exhibit D.7 - EDC Facility Summary

	Requirements
	Describe Compliance

	1. 
	Safe and secure datacenter.  Two layers of authentication and appropriate clearances will be required.

Provide datacenter environments which are secured to ensure that only authorized personal have physical access to the buildings, systems and all levels of data.  This includes data storage within networked storage devices, servers, tapes, diskettes, optical and paper formats.

Comply with the security requirements of the Commonwealth.

Immediately inform the Commonwealth of any vulnerability or weakness in the Services, and recommend a solution or mitigation.
Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to required security upgrades.
	Offeror must describe its proposed facilities security program.  


	2. 
	Provide fully redundant environmental Services.  To include, but not limited to, HVAC, UPS conditioned power and distribution, generator backup, automated transfer switch, fire suppression system.
Offeror must integrate its Facilities Management process with Service Management processes, especially Change Management, Incident Management, Service Continuity Management and Availability Management.
Offeror must confirm its ability to provide, manage, maintain and operate multiple Tier 3 equivalent facilities.
Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to required HVAC and power upgrades.
	Offeror must describe solution and approach to meet this requirement.

Offeror must provide details and supporting documentation on its proposed facilities and tier rating.  


	3. 
	Staff the datacenters with appropriate operational and management levels of personnel 24/7/365.  Critical engineering and management staff will be available to the Commonwealth Monday through Friday, between 8am – 5pm Eastern time excluding Commonwealth observed holidays.  Access to operational staff will be available 24/7/365.  Video surveillance system will be utilized at all entry points and throughout the datacenter and tape storage areas.
Datacenter Staff will be required to adhere to the Commonwealth requirements for background checks and security clearances.  Offeror shall be required to monitor the status of staff and to take appropriate action for staff found to subsequently have violated prescribed legal or ethical standards as described in Schedule G –Staffing Plan and Key Positions.  Such violations shall be immediately reported and appropriate actions taken.  Commonwealth verification of the requirements will be necessary prior to staff working on Commonwealth related systems.
	Offeror must describe its proposed facilities staffing approach, including its staffing approach related to the EDC.

	4. 
	Procurement Planning - Provide program and processes to alter the datacenter environment and to refresh the environmental Services at end-of-life, and as additional Services are needed.
	Offeror must describe its facilities management processes, including those related to the EDC.

	5. 
	Physical Access to Facilities- Coordinate with the Commonwealth to provide for physical access and facilitate inspections by government authorities (including the Commonwealth) for auditing the conduct of government business.
Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to required physical access to the EDC facility.  
	Offeror must describe its facilities access policies and procedures.



	6. 
	SLA Reporting - Identify and create environmental service level objectives in the form of SLAs, and report on the service availability, problems, and corrective actions on a monthly basis.
Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to monitoring, maintain and reporting on EDC SLAs.
	Offeror must describe how it monitors and manages facility availability.


	7. 
	The facilities must be designed and operated with environmentally friendly equipment and techniques, and be SSAE 16 compliant.  
Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to monitoring, maintaining and reporting on EDC SLAs.


	Offeror must list all compliance ratings achieved at the proposed datacenters.

Offeror must provide copies of annual SSAE 16 audits for all datacenters used to service the Commonwealth (and its agencies) at the Offeror’s expense.



	8. 
	Offeror must schedule (at its expense) a SSAE 16 audit of the EDC datacenter no more than 12 months after the effective date of the contract.


	Offeror must provide proof of a valid (updated) SSAE16 certification in the form of audit findings report prior to implementing any Commonwealth service in any other proposed datacenter.

	Continual Service Improvement

	9. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	10. 
	Improve service quality.
	On a quarterly basis, Offeror must recommend to the Commonwealth team any facility changes that would be appropriate to maintained or improve SLA commitments.  

	11. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	12. 
	Ensure service transparency.
	Offeror must provide methods and practice to ensure service transparency, providing visibility into service execution.

	13. 
	Improve/reduce cost of service.
	Offeror must provide examples of Facilities Management initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.3.2 Site Operations

	The Site Operation service will provide datacenter operations staff and management to operate and monitor the IT computing equipment and Services being provided.  The staff will interface with Commonwealth staff to institute best practice datacenter Services.  Datacenter operations include, but are not limited to, management of the computing platforms, storage, local area networking, security firewall, tape backup, and offsite tape rotation systems.

	Reference Documentation
Exhibit – D.7 - EDC Facility Summary
Exhibit G.6 - PSP - CJIS Security Policy 
Exhibit G.9 - PSP – CCHRI
Exhibit G.7 - PSP - Summary of CJIS Requirements

	Requirements
	Describe Compliance

	1. 
	Monitor and operate the various computer systems, network, network and local disk storage and firewall security systems.  
Provide datacenter operations staff to monitor the computer system platforms, associated disk systems, networking Services and firewall and security systems.  Ensure proper equipment operations, timely batch jobs processing and appropriate response to any abnormal end and error conditions.  The Offeror will support application specific operations as determined by the application owner.  This includes executing the troubleshooting procedures required by the application owners as detailed within the CCPM.  This may include operational activities and initial troubleshooting steps, contact and escalation lists (aka “Run Book”).  This information will be maintained by the Offeror on an application by application basis and will be hosted within the Knowledge Management Portal.  A daily operations batch schedule report will be created and used to log normal / abnormal conditions.  Abnormal conditions will be investigated for problem determination and rerun.  Any abnormal condition that cannot be corrected will be referred to technical support staff for resolution.

Properly clean and maintain equipment to minimize problems and outages, at intervals established with the Commonwealth or in compliance with stated and written specifications.

Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to monitoring, maintaining and operating the installed infrastructure.
	Offeror must describe its facilities site operations including monitoring and general upkeep of the facilities including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Escalation Procedures 



	2. 
	For the systems that utilize tape backup Services, Offeror must provide a structured tape management approach.  
For systems that utilize disk-2-disk backup approach Offeror must provide a structured disk-2-disk approach.

Manage and maintain the tape backup system and Services.  Rotate designated tapes to, and returned from approved offsite storage location.  Maintain detailed audit log of tape movement.  Some agency applications fall under additional CJIS and CCHRI security requirements for tape backups.

Provide datacenter operations staff to manage and maintain the tape management system.  Tapes will be rotated to, and returned from an approved offsite vaulting subcontractor.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.

Provide the facilities to Retrieve External Storage Media from on-site and off-site storage as requested by the Commonwealth or as required in an emergency.  
Wipe or erase the data and configuration information resident on the media prior to disposal or re-use, and in accordance with Commonwealth standards.

Dispose of retired media in an environmentally sound manner after purging any Commonwealth data using Commonwealth, and/or Federal guidelines/policies prior to disposing of media.  
Operate media libraries and library management systems as required to provide the Services.  
Maintain an existing inventory control system to properly manage External Storage Media in storage and prepare them for shipment to the contingency site.
	Offeror must describe its tape management approach and describe the process to work with the Commonwealth Agencies to provide a classification and categorize tapes per the type of data contained on the tapes.
Offeror must describe its disk-2-disk backup approach.
Offeror must assess the EDC tape backup facilities and provide a report to the Commonwealth as it pertains to manage and operated the installed tape backup systems and media operations.  


	3. 
	Monitor physical access and security of the datacenter.  Video surveillance is required.   

Staff the datacenter with appropriate level of staff and management 24/7/365.  The Offeror must monitor physical access to the datacenter and respond to security incidents in a consistent and auditable manner.  All breaches will be reported to the Commonwealth for review and follow up action as required.    Monitoring of the video system for all entry points and throughout the datacenter and tape storage areas will be included in this responsibility.

Offeror will be required to adhere to the Commonwealth requirements for background checks and security clearances.  Commonwealth verification that the requirements have been met will be necessary prior to Offeror working on Commonwealth related systems.
	Offeror must describe its physical access and security monitoring approach for proposed Offeror datacenters including staff roles, responsibilities and background check process.
Offeror must assess the EDC current physical access and security plan and provide a report to the Commonwealth as it pertains to any required upgrades.

	4. 
	Manage and maintain equipment configuration inventory system.

Provide staff to create and maintain a configuration record for all hardware and software components in the datacenter.  This must be an accurate record of all software, computing, disk storage, tape, network, racking, cables, and environmental equipment.  
	Offeror must describe the proposed approach to managing the support of its datacenter technology.

	5. 
	Provide programs and processes to alter the operational environment, and to refresh the Services at asset end-of-life or implementation of new technology Services, as these Services are needed.
	Offeror must describe solution and approach to meet this requirement.  

	6. 
	Identify and create service objectives for the site operational Services in the form of SLAs, and report on the service availability, problems, and corrective actions on a monthly basis.  
	Offeror must describe how it monitors and manages facility operations to meet/exceed the agreed to availability service levels.  

	Continual Service Improvement

	7. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	8. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any site operational changes that would be appropriate to maintained or improve SLA commitments.  

	9. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	10. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	11. 
	Integrate Continuous Improvement Program processes into Availability Management and Service Level Management.
	Offeror must describe offering in this area including the projected impacts/benefits.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of Site Operations initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




3.2.4 Managed Hosting Services
For all Managed Hosting Services, the Offeror must actively monitor the daily operations of the infrastructure used to provide the services.  The Offeror must execute the troubleshooting procedures required by the application owners as detailed within the CCPM.  This may include operational activities and initial troubleshooting steps, contact and escalation lists (aka “Run Book”).  This information will be maintained by the Offeror on an application by application basis and will be hosted within the Knowledge Management Portal.
	3.2.4.1 Windows Support

	This service will provide hosting, operations and support Services for Microsoft Windows based servers (physical and virtual) located at the central datacenters.  Offeror must support various hardware systems and various versions of the Microsoft operating systems, and support service software.  The Offeror must provide support for both physical and virtual servers.  Currently the Commonwealth utilizes virtualization technology from VMware and Microsoft’s Hyper-V.  See attached Exhibits for hardware and software details.  The number and level of support staff members required to perform the below listed tasks will be determined by the Offeror, based on number of Commonwealth clients, hardware, software, and operating systems being serviced.

Listed below are the basic Services required, but not inclusive of all Services needed, to manage an enterprise class datacenter required by the Commonwealth.  Offeror must include these Services within the base level of Services in this Offering.  Change requests will be approved and authorized using the change management process.

	Reference Documentation
Exhibit B.1 – DPH - Asset List

Exhibit B.2 - Commonwealth Owned DPH IT Assets

Exhibit C.1 – DPW - Room 105 and CAO Servers – Storage

Exhibit D.1 - EDC - Server Inventory

Exhibit D.2 - EDC - Switch Summary

Exhibit D.3 - EDC - Storage Summary

Exhibit D.5 – EDC - DOT Datacenter Inventory
Exhibit E.1 - DLI - Datacenter Inventory Template

Exhibit F.1 - DOH - Datacenter Inventory 

Exhibit F.2 - DOH - DPH Asset List
Exhibit F.3 - DOH - DPH COPA Software Asset IBM
Exhibit F.4 – DOH – Physical Servers
Exhibit G.1 - PSP - Datacenter HW Inventory 

Exhibit G.3 - PSP - DPH Asset List
Exhibit H.1 - DOR - Datacenter Inventory
Exhibit H.2 - DOR - DPH Asset List

Exhibit H.4 - DOR - SAP TRM System  

Exhibit I.1 - IES - DPH COPA Owned IT Assets

	Requirements
	Describe Compliance

	1. 
	Monitor local operations, troubleshoot and resolve operational issues.  
Actively monitor the daily operations of all MS Windows servers.  Maintain a log for each server detailing hardware / software configuration and critical service operations.  Document review of the system logs on a weekly basis to ensure critical system Services are processing without errors.  Complete weekly server log indicating which logs were reviewed, date and initial the log.  
	Offeror must describe its approach to supporting Windows based server environment including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Tiered Service/Support Levels

· Escalation Procedures 

	2. 
	Monitor system backup processing on a daily basis.

Review daily backup log for successful completion.  Note failures, and correct the problems.  Create problem record for any abnormal condition and any repairs that have been made, re-execute as appropriate.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe its approach to performing an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.  
Offeror must describe its approach to identify gaps and potential risks, and how those gaps and risks will be resolved.

Offeror must describe how the authorized Commonwealth users will have online access to backup logs.  

	3. 
	Provide Microsoft Hyper-V and VMware trained staff holding manufacturer recognized certifications for hardware and software technical support.  
Post award; provide the Commonwealth a resume or CV for each operational staff member assigned to this engagement.  A copy will be maintained on Offeror file including verified background clearances as required.
	Offeror must submit a representative sample of staff resumes typically provided for these positions detailing their experience, education, and certifications.

	4. 
	Provide cost effective operational and technical support for the Windows computing platform.   

Provide platform level operational and technical support for the computing platform.
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  
Provide a tiered level of support Services (e.g.  Gold, Silver, and Bronze).
Provide technical advice and support to the Application Development and Maintenance (ADM) and Database Administration (DBA) staffs, as required.  
Post award; provide Commonwealth with a resume or CV for each operational staff member assigned to this engagement.  A copy will be maintained on Offeror file.
	Offeror must describe its approach to providing and maintaining different tiered levels (i.e.  Level 2 & Level 3 Technical Support) of support.

Offeror must provide a representative sample of available tiered service support Services.

	5. 
	Ensure network connectivity and consistent system response times.

Utilize automated system management tool(s) to ensure real- time monitoring and notification of server availability and response times.  Stop / Start times of servers will be a source of input for SLA measurements.  Identify tool set(s).
	Offeror must describe its real-time monitoring approach and its toolset for providing and maintaining network availability and performance.

Offeror must identify tools it uses to support network availability and performance.

	6. 
	Ensure server operating systems are maintained with the current patch level, based on the Services provided by the server.

Analyze monthly service patches and determine which need to be applied, by server type.  Create a change record, log the update in the server log, install based on server maintenance schedule and update the server configuration record.
Notify impacted Commonwealth users immediately of any unscheduled service interruptions via email/web.  The Offeror must be document normal work hours and holiday schedules with each agency to determine the contact method and escalation process of each Commonwealth agency.
	Offeror must describe its approach to patch management.

Offeror must identify tools it uses to manage system patches.
Offeror must describe its approach to testing and validating updates to the OS and 3rd Party software that it supports.
Offeror must describe its approach to communicate unscheduled and scheduled outages, including escalation process.

	7. 
	Provide a review and analysis of system performance/capacity to determine if current performance/capacities are sufficient to support the needs of the stakeholders.
	Offeror must perform an initial review and audit of the current usage, procedures and reports and provide an analysis of the current usage, processes and reports currently being supported.

Offeror must document its review and audit findings and recommendations.

	8. 
	User Account Management -

Provide certified operating system administration staff to create and maintain the registration of profiles, associated groups, and the security permissions required to service the approved client base of the operating systems.
	Offeror must describe its approach to managing user accounts.

	9. 
	Procurement Planning

Provide program and processes to refresh the hardware at asset end-of-life, and as upgrades are needed to meet anticipated growth in utilization.
	Offeror must describe its programs and processes for procuring new or upgraded systems.

	10. 
	SLA Reporting 

Collect actual system availability, utilization and response time data.  On a monthly basis, Offeror must create a Service Level Agreement report for the Commonwealth team.
	Offeror must describe processes and toolsets it uses for monitoring and maintaining service levels.

Offeror must provide a representative sample of an SLA report.

	11. 
	Installation of Windows updates/patches must be coordinated by Agency. For IES, windows version upgrades must be SAP certified.

Coordinate at an agency level and account for any required patching as technology upgrades require.
	Offeror must describe its programs and processes for applying system updates/patches.

	12. 
	The Offeror must provide Software License Management.
	Offeror must describe solution and approach to meet this requirement.

	Continual Service Improvement

	13. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	14. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	15. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	16. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	17. 
	Improve/reduce cost of service.
	Offeror must provide examples of Windows Support initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.2 Storage Management 

	The Storage Management service will provide hosting and operational support Services for storage management systems.  Storage management systems must be maintained at current support levels for optimal performance, recoverability, and secure operations.  Systems will be located in the Offeror’s datacenters.  The Offeror must support the hardware and software components of these systems.  
The proposed storage management service and solution must address adherence to multiple security and compliance requirements relating to the storage and management of multiple types of data assets (e.g.  CHRIA law, criminal history).

	Reference Documentation
Exhibit B.1 - DPH - Asset List

Exhibit B.2 - DPH - Commonwealth Owned DPH IT Assets

Exhibit C.1 - DPW - Room 105 and CAO Servers – Storage

Exhibit D.1 - EDC - Server Inventory

Exhibit D.2 - EDC - Switch Summary

Exhibit D.3 - EDC - Storage Summary

Exhibit D.5 - EDC - DOT Datacenter Inventory
Exhibit E.1 - DLI - Datacenter Inventory Template

Exhibit F.1 - DOH - Datacenter Inventory Template

Exhibit F.2 - DOH - DPH Asset List

Exhibit F.3 - DOH - DPH COPA Software Asset IBM
Exhibit F.4 – DOH – Physical Servers
Exhibit G.1 - PSP - Datacenter HW Inventory
Exhibit G.3 - PSP - DPH Asset List
Exhibit G.12 - PSP - CHRIA Handbook
Exhibit H.1 - DOR - Datacenter Inventory
Exhibit H.2 - DOR - DPH Asset List

Exhibit H.4 - DOR - SAP TRM System

Exhibit I.1 - IES - DPH COPA Owned IT Assets

	Requirements
	Describe Compliance

	1. 
	Monitor local operations, troubleshoot and resolve operational issues.  Monitor system backup processing on a daily basis.

Actively monitor the daily operations of all storage units.  Maintain a log for each storage unit.  Complete weekly service logs indicating the frequency logs are reviewed, and the status of the daily backup process.  Create problem records for any abnormal condition and any repairs that have been made.
	Offeror must describe proposed storage management Services.

Offeror must identify tools it uses to support data backups including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Tiered Service/Support Levels

· Escalation Procedures 

	2. 
	Provide appropriately trained staff that hold current manufacturer certifications for hardware and software technical support (where available).  Staff will interact with vendor support Services as needed.

Provide Commonwealth with a resume or CV for each operational staff member assigned to this engagement.  A copy will be maintained on Offeror file including required background checks and clearances as required.
	Offeror must submit a representative sample of staff resumes typically provided for these positions detailing their experience, education, and certifications.

	3. 
	Provide platform level operational and technical support for the computing platform.
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  
Provide a tiered level of support Services (e.g.  Gold, Silver, Bronze)
	Offeror must describe its approach to providing and maintaining different tiered levels of support.

Offeror must provide a representative sample of available tiered service support Services.  

	4. 
	Monitor system backup processing on a daily basis.

Review daily backup log for successful completion.  Note failures, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to identified Commonwealth staff and Offeror technical support for follow up and corrective action.
	Offeror must describe its approach to perform an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.  
Offeror must describe its approach to identifying gaps and potential risks, and how those gaps and risks will be resolved.

	5. 
	Ensure network connectivity, and consistent system response times.

Identify automated system management tool(s) to ensure storage system availability and expected response times.  Stop / Start time records will be a source of input for SLA measurements.  Identify tool set(s).
	Offeror must describe its real-time monitoring approach and toolset to provide and maintain network availability and performance.

Offeror must identify tools it uses to support network availability and performance.

	6. 
	Ensure storage device operating systems are maintained with the current system patch level, including firmware upgrades.

Analyze monthly service patches and determine which patches need to be applied.  Create a change record, log the update in the storage system log, and install based on maintenance schedule.

Notify impacted Commonwealth users immediately of any unscheduled service interruptions via email/web.  The Offeror must document normal work hours and holiday schedules with each agency to determine the contact method and escalation process of each Commonwealth agency.

Coordinate at an agency level and account for any required patching as technology upgrades require.
	Offeror must describe its approach to patch management.

Offeror must identify tools used to manage system patches.
Offeror must describe its approach for testing and validating updates to the OS and 3rd Party software that it supports.

Offeror must describe its approach to communicating unscheduled and scheduled outages, including escalation process.

	7. 
	 Utilize data storage conservation techniques such as data de-duplication or other industry standards, to reduce the overall footprint of the data.  
	Offeror must describe approach and toolset to meet this requirement.
Offeror must describe data retention options/Services to store data for extended periods.

	8. 
	Propose options/solutions for self-provisioning or limited self-management of storage as a service.
	Offeror must describe approach and toolset to meet this requirement.

	Continual Service Improvement

	9. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	10. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	11. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	12. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	13. 
	Improve/reduce cost of service.
	Offeror must provide examples of Storage Management initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.3 ERP Hosting – SAP / Oracle

	ERP Hosting – SAP service will provide hosting and operational support Services for two SAP- ERP systems that are currently located at the DPH.  One system Services the General Accounting System application, and the other Services the Integrated Tax System application for the Department of Revenue.  Each application has associated development and testing environments support on segregated equipment.  Offeror must support various production and non-production versions of the applications and the associated hardware.   The roles and the number of staff members required to perform the below listed tasks will be determined by the Offeror.

Due to the critical and complex nature of these SAP environments, the Commonwealth requires an experienced SAP hosting provider.   The Offeror’s proposed target infrastructure design for the Commonwealth’s SAP environments must include a certified SAP sizing report prior to migration of the systems.

The ERP Hosting – Oracle service will provide hosting and operational support Services for the current Oracle Enterprise system utilized by the Pennsylvania Liquor Control Board (PLCB).  The application has associated development and testing environments support on segregated equipment.  Offeror must support various production and non-production versions of the applications and the associated hardware.   

	Reference Documentation
Exhibit H.4 - DOR - SAP TRM System
Exhibit I.1 - IES - DPH Commonwealth Owned IT Assets

Exhibit I.2 - IES - Application Inventory

Exhibit I.3 - IES - DPH Commonwealth Software Asset Unisys

Exhibit I.4 - IES - DPH September 2012 Measurement Report

Exhibit B.2 - Commonwealth Owned DPH IT Assets (see PLCB Oracle systems)

	Requirements
	Describe Compliance

	1. 
	Provide ERP Hosting Services for SAP and Oracle based applications.
	Offeror must describe its approach to providing ERP Hosting Services for both SAP and Oracle ERP systems.

Offeror must provide a minimum of 3 verifiable Customer References of customers that use its SAP Hosting Services.

Offeror must provide a minimum of 3 verifiable Customer References of customers that use its Oracle Hosting Services.

	2. 
	Monitor local system operations, troubleshoot and resolve operational issues.  
Actively monitor the daily operations of all ERP systems.  Maintain a log for each server detailing hardware / software configuration and critical service operations.  Document review of the system logs on a weekly basis to ensure critical system Services are processing without errors.  Complete weekly server log indicating which logs were reviewed, date and initial the log.
	Offeror must describe its approach to monitoring and maintaining SAP and Oracle ERP systems including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Tiered Service/Support Levels

· Escalation Procedures 

	3. 
	Monitor system backup processing on a daily basis.

Review daily backup log for successful completion.  Note failures, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe its approach to perform an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.  
Offeror must describe its approach to identify gaps and potential risks, and how those gaps and risks will be resolved.

	4. 
	Provide IBM, SAP, and Oracle trained staff holding current manufacturer certifications for hardware and software technical support.  Staff will interact with vendor support Services when needed.

Provide Commonwealth with a resume or CV for each operational staff member assigned to this engagement.  A copy will be maintained on Offeror file including required background checks and clearances as required.
	Offeror must submit a representative sample of staff resumes typically provided for these positions detailing their experience, education, and certifications.



	5. 
	Provide cost effective operational and technical support for the computing platform.   

Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  Provide a tiered level of support Services (e.g.  Gold, Silver, and Bronze).
	Offeror must describe its approach to providing and maintaining different tiered levels of ERP (SAP & Oracle) support.



	6. 
	Ensure network connectivity, and consistent system response times.

Utilize automated system management tool(s) to ensure real-time monitoring and notification of server availability and response times.  Stop / Start times of servers will be a source of input for SLA measurements.  Identify tool set(s).
	Offeror must describe its real-time monitoring approach and toolset to provide and maintain network availability and performance.

Offeror must identify tools it uses to support network availability and performance.

	7. 
	Ensure server operating systems are maintained with the current system patch level, based on the Services provided by the server.

Analyze monthly service patches and determine which patches need to be applied, by server type.  Create a change record, log the update in the server log, and install based on server maintenance schedule.

Implement a Patch Management Program to ensure the timely application of updates on all infrastructure platforms in accordance with Commonwealth IT policy guidelines.
	Offeror must describe its approach to patch management including analysis, communications, schedule (change records) and installation process.
Offeror must describe its approach for testing and validating updates to the OS and 3rd Party software that it supports.

Offeror must describe its approach to communicating unscheduled and scheduled outages, including its escalation process.

	8. 
	User Account Management

Provide certified system administration staff to create and maintain the registration of profiles, associated groups, and the security permissions required to service the approved client base of the system and application.   
	Offeror must describe its administration/support approach and provide representative resumes.

	9. 
	Procurement Planning

Provide program and process to refresh the hardware at asset end-of-life, and when upgrades are needed to meet anticipated growth in utilization.
	Offeror must describe its program and processes for upgrading systems.

	10. 
	SLA Reporting 

Collect actual system availability, utilization and response time data.  On a monthly basis, Offeror must create a SLA report for the Commonwealth and Vendor Management teams.
	Offeror must describe its processes and toolset for monitoring and maintaining service levels.

Offeror must provide a representative sample of its SLA reports for ERP hosting Services.

	Continual Service Improvement

	11. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	12. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	13. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	14. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	15. 
	Improve/reduce cost of service.
	Offeror must provide examples of ERP Hosting initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.4 UNIX Support – AIX / Linux

	The Unix Support – AIX / Linux service will provide hosting and operational support Services for AIX and Linux server systems.  The systems will be located in the Offeror’s datacenters.  Offeror must support various versions of the AIX and Linux operating systems.  The number of staff members required to perform the operational tasks listed below will be determined by the Offeror.

	Reference Documentation
Exhibit E.1 - DLI - Datacenter Inventory Template

Exhibit H.1 - DOR - Datacenter Inventory
Exhibit H.2 - DOR - DPH Asset List

Exhibit H.4 - DOR - SAP TRM System 
Exhibit I.1 - IES - DPH Commonwealth Owned IT Assets

Exhibit I.2 - IES - Application Inventory

Exhibit I.3 - IES - DPH Commonwealth Software Asset Unisys

Exhibit B.2 - Commonwealth Owned DPH IT Assets (see PLCB Oracle systems)

	Requirements
	Describe Compliance

	1. 
	Monitor local operations, troubleshoot and resolve operational issues.  
Actively monitor the daily operations of all AIX / Linux systems.  Assume responsibility for all master and subordinate console functions.  Issue operator commands to control all In-Scope platforms.  Assume the responsibility for and perform all console operations.  Monitor the performance of online interactive traffic and take appropriate action to resolve online-system-related incidents and/or problems, including escalating (as appropriate) the incident and/or problem to the proper Level 2 Support group.  Monitor the transmission of files between the Commonwealth and any other parties as designated by Commonwealth.  Provide operational support for data transmission (send/receive), consistent with commercial or agency standards.  Manage, maintain, monitor, and control online and batch process, both scheduled and unscheduled (including on-request processing).  Maintain a log for each server detailing hardware / software configuration and critical service operations.  Review the system logs on a weekly basis to ensure critical system Services are processing without errors.  Document review of the system logs on a weekly basis to ensure critical system Services are processing without errors.  Complete weekly server log indicating which logs were reviewed, date and initial the log.
Maintain and update the operational documentation for all operations procedures and Services.
	Offeror must describe its UNIX/Linux monitoring, operations and troubleshooting approach Commonwealth including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Support Levels
· Escalation Procedures

	2. 
	Provide a review and analysis of UNIX system performance/capacity to determine if current performance/capacities are sufficient to support the needs of the UNIX stakeholders.
	Offeror must perform an initial review and audit of the current UNIX usage, procedures and reports and provide an analysis of the current UNIX usage, processes and reports currently being supported.
Offeror must document its review and audit findings and recommendations.

	3. 
	Production Control and Scheduling (including batch processing)
Describe the process of scheduling batch jobs within Commonwealth agency defined windows to achieve maximum performance as long as required batch completion times are met.   A cross platform (e.g.  Window, Unix, and Mainframe) system will be required.  Where practicable, provide for automated scheduling of batch work and processes including backups.  
Commonwealth agencies have a number of applications that require scheduling software / batch processing software (i.e.  $Universe, SAP certified, etc.), this software is heavily integrated into many of these systems.  
Develop, maintain, and utilize an emergency contact list and escalation procedures to resolve abnormally ended jobs.

Resolve abnormally ended jobs caused by conditions external to production programs.

Repair abnormally ended jobs when possible and perform job restarts in accordance with the Service Management Manual.
Check job outputs and print queues, and change job priorities.
Notify Commonwealth agencies in accordance with the Offeror’s proposed notification procedures in the event that applications do not execute properly.
	Offeror must describe its approach to supporting the batch processing needs of the Commonwealth including the following:
· Processes and Procedures
· Tools / Applications
· End User Reports
· Standard
· Custom
· Tiered Service & Support Levels
· Escalation Procedures 
Offeror must describe how it will operate and maintain current scheduling/batch software tools.

	4. 
	Monitor system backup processing on a daily basis.

Review daily backup logs for successful completion.  Note failures, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe its approach to performing an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.
Offeror must describe its approach to identifying gaps and potential risks, and how those gaps and risks will be resolved.

	5. 
	Provide AIX and Linux trained staff that hold current manufacturer certifications for hardware and software technical support.  
Provide technical advice and support to the Application Development and Maintenance (ADM) and Database Administration (DBA) staffs, as required.
Post award; provide Commonwealth with a resume or CV for each operational staff member assigned to this engagement.  A copy will be maintained on Offeror file.
	Offeror must submit a representative sample of staff resumes typically provided for these positions detailing their experience, education, and certifications.

	6. 
	Provide cost effective operational and technical support for the computing platform.  
Provide platform level operational and technical support for the computing platform.  List the service levels for the various service tiers that can be provided.  See Schedule J.1 Datacenter Service Level Management for the definitions of the expected options.  
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.
	Offeror must describe its approach to supporting the operational and technical support needs of the Commonwealth.  

	7. 
	Ensure network connectivity to COPANET, and consistent system response times.

Utilize automated system management tool(s) to ensure real-time monitoring and notification of server availability and response times.  Stop / Start times of servers will be a source of input for SLA measurements.
	Offeror must describe its real-time monitoring approach and toolset to provide and maintain network availability and performance.

Offeror must identify tools it uses to support network availability and performance.

	8. 
	Ensure server operating systems are maintained with the current system patch level, based on the Services provided by the server.

Analyze monthly service patches and determine which patches need to be applied, by server type.  Create a change record, log the update in the server log, and install based on server availability schedule.  Change requests will be approved and authorized using the change management process.
Notify the Commonwealth of any scheduled or unscheduled service interruptions.

Implement a Patch Management Program to ensure the timely application of updates on all infrastructure platforms in accordance with Commonwealth IT policy guidelines.
	Offeror must describe its approach to supporting the software patch needs of the Commonwealth.

Offeror must describe its approach to testing and validating updates to the OS and 3rd Party software that it supports.

Offeror must describe its approach to communicating unscheduled and scheduled outages, including escalation process.

	9. 
	User Account Management

Provide certified system administration staff to create and maintain the registration of profiles, associated groups, and the security permissions required to service the approved client base of the system and application.
	Offeror must describe its approach to supporting the needs of the Commonwealth.

	10. 
	Procurement Planning

Provide program and processes to refresh the hardware at asset end-of-life, and when upgrades are needed to meet anticipated growth in utilization.
	Offeror must describe its approach to supporting the needs of the Commonwealth.

	11. 
	SLA Reporting 

Collect actual system availability, utilization and response time data.  On a monthly basis, create a Service Level Agreement report for the Commonwealth and Vendor Management teams.
	Offeror must describe its approach to supporting the needs of the Commonwealth.

	12. 
	The Offeror must provide Software License Management.
	Offeror must describe solution and approach to meet this requirement.

	Continual Process Improvement

	13. 
	Reduce service risks.
	Offer to identify methods and approaches to eliminate or mitigate service risks.

	14. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	15. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	16. 
	Ensure service transparency.
	Offeror must identify methods and practice to ensure service transparency, providing visibility into service execution.

	17. 
	Improve/reduce cost of service.
	Offeror will provide examples of UNIX Support initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.5 Mainframe Services 

	The Mainframe Services will provide hosting and operational support Services for both IBM and Unisys mainframe systems.  These mainframe systems run several Logical Partitions (LPAR’s) and Integrated Facility for Linux (IFL) partitions.  Offeror must support the mainframe operating systems and the management of the associated partitions.  The number of support staff members required to perform the tasks listed below will be determined by the Offeror.

Listed below are the basic Services required to manage the Mainframe systems required by the Commonwealth.  Offeror must include these Services in addition to the base level of Services in this Offering.

	Reference Documentation
Exhibit B.1 DPH - Asset List

Exhibit B.3 DPH - Commonwealth Software Asset Listing

Exhibit B.4 - DPH - Third Party Software 
Exhibit B.5 DPH - Agency Disaster Recovery Matrix
Exhibit B.6 - DPH - COPA Network 

	Requirements
	Describe Compliance

	1. 
	Provide Mainframe systems and operations (Unisys, IBM).
Ability to purchase metered IBM & Unisys Million Instructions Per Second (MIPS).

Monitor local operations, troubleshoot and resolve operational issues.  Actively monitor the daily operations of all mainframe (current) systems.  Assume responsibility for all master and subordinate console functions.  Issue operator commands to control all In-Scope platforms throughout the organization.
Provide all tools and apps that are currently being provided, for example MAPPER/APPMAP, browser based terminal emulation access, and middleware components (like OpenTI, IBM WBM & WMQ, etc.) that are critical to agency operations and application usage.
Assume the responsibility for and perform all console operations.  Monitor the performance of online interactive traffic and take appropriate action to resolve online-system-related incidents and/or problems, including escalating (as appropriate) the incident and/or problem to the proper Level 2 Support group.
Monitor the transmission of files between the Commonwealth and any other parties as designated by the Commonwealth.  Provide operational support for data transmission (send/receive), consistent with commercial or agency standards.  Manage, maintain, monitor, and control online and batch process, both scheduled and unscheduled (including on-request processing).
Maintain a log for each system detailing hardware / software configuration and critical service operations.  Review the system logs on a weekly basis to ensure critical system Services are processing without errors.

Maintain and update the operational documentation for all operations procedures and Services.
	Offeror must describe its approach to supporting the needs of the Commonwealth including the following:

· Processes and Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Tiered Service/Support Levels

· Escalation Procedures 

	2. 
	Provide a review and analysis of mainframe usage to determine if current usage is required to support the needs of the mainframe stakeholders.

Offeror must perform an initial review and audit of the current mainframe usage, procedures and reports and provide an analysis of the current mainframe usage, processes and reports currently being supported.

Offeror must document its review and audit findings and recommendations.


	Offeror must describe solution and approach to meet this requirement.

	3. 
	Production control and scheduling (including batch jobs)
Provide a process of scheduling batch jobs within Commonwealth agency defined windows to achieve maximum performance as long as required batch completion times are met.   Provide for automated scheduling of batch work and processes including backups.  
Provide the capability for agencies to schedule and monitor batch processing.

Develop, maintain, and utilize an emergency contact list and escalation procedures to resolve abnormally ended jobs.
Resolve abnormally ended jobs caused by conditions external to production programs.
Repair abnormally ended jobs when possible and perform job restarts in accordance with the Service Management Manual.
Check job outputs and print queues, and change job priorities.
Notify Commonwealth agency customers in accordance with the notification procedures in the event that applications and batch processing do not execute properly.
	Offeror must describe solution and approach to meet this requirement.  

	4. 
	Batch Monitoring

Actively monitor batch operations on all mainframe systems on a daily basis.
Maintain a log for each batch system and review the system logs on a daily basis to ensure key batch Services are processing without errors.  
Document review of the system logs on a daily basis to ensure critical batch Services are processing without errors.  
Notify Commonwealth agencies in accordance with the notification procedures in the event that batch processing does not execute properly.

Offeror must provide online monitoring of batch processing by the Commonwealth.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  
Offeror must describe its approach to allowing Commonwealth users to monitor the batch processing online.

	5. 
	Monitor system backup processing on a daily basis.
Process to review daily backup log for successful completion.  Note any failures, initial and date the log, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.  
Automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe its approach to performing an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.  
Offeror must describe its approach to identifying gaps and potential risks, and how those gaps and risks will be resolved.

	6. 
	Provide cost effective, operational, and technical support for the computing platform.   

Provide platform level operational and technical support for computing platforms including Mainframe, Storage, AIX, LINUX, SAP, Oracle and Windows architects.  
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  
Provide technical advice and support to the Application Development and Maintenance (ADM) and Database Administration (DBA) staffs, as required.  
List the service levels for the various levels of service tiers that can be provided.  See Schedule J.1 Datacenter Service Level Management for the definitions of the expected options.  
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	7. 
	Ensure network connectivity to COPANET, and consistent system response times.

Utilize automated system management tool(s) to ensure real time monitoring and notification of system availability and response times.  Stop / Start times of servers will be a source of input for SLA measurements
	Offeror must describe its real-time monitoring approach and toolset to provide and maintain network availability and performance.

Offeror must identify tools it uses to support network availability and performance.



	8. 
	Ensure operating systems are maintained with the current system patch level, based on the Services provided by the server.  
Analyze monthly service patches and determine which patches need to be applied.  Create a change record, log the update in the system log, and install based on system availability schedule.  
Notify the Commonwealth of any scheduled or unscheduled service interruptions with consideration to Commonwealth scheduled holidays and standard workweek.

Implement a Patch Management Program to ensure the timely application of updates on all infrastructure platforms in accordance with Commonwealth IT policy guidelines.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  
Offeror must describe its approach for testing and validating updates to the OS and 3rd Party software that it supports.

Offeror must describe its approach to communicate unscheduled and scheduled outages, including escalation process.

	9. 
	User Account Management

Provide certified system administration staff to create and maintain the registration of profiles, associated groups, and the security permissions (including password management) required to service the approved client base of the system and application.  
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	10. 
	Procurement Planning

Provide a program and process to refresh the hardware at asset end-of-life, and when upgrades are needed to meet anticipated growth in utilization
	Offeror must describe its approach to supporting the needs of the Commonwealth.

	11. 
	SLA Reporting

Collect actual system availability, utilization and response time data.

Create a SLA report on a monthly basis, for the Commonwealth and Offeror.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	12. 
	The Offeror must provide Software License Management.
	Offeror must describe solution and approach to meet this requirement.

	13. 
	Coordinate at an agency level and account for any required patching as technology upgrades require.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	Continual Service Improvement

	14. 
	Reduce service risks.

Methods to eliminate or mitigate service risks.
	Offeror must describe its approach to supporting the needs of the Commonwealth

	15. 
	Improve service quality.  On a quarterly basis, make recommendations to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	16. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	17. 
	Ensure service transparency.

Methods and practice to ensure service transparency, providing visibility into service execution.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	18. 
	Improve/reduce cost of service.
	Offeror must provide examples of Mainframe Support initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.6 Security & Firewall 

	The Security & Firewall service will provide hosting and operational support Services for security products and firewalls located at the datacenters.  These security devices and Services protect the equipment and applications in the datacenters from malicious attempts to penetrate the computing environment with worms, phishing, Trojan horse malware, and unlawful data access.  Offeror must install and maintain mainstream security hardware and software utilizing current industry best practices sufficient to protect the enterprise class datacenter environments with a significant volume of sensitive class data (e.g.  HIPAA, CJIS, CHRIA, PCI, PII, etc.).  The number of support staff members required to perform the tasks listed below will be determined by the Offeror.

Listed below are the basic Services required to manage the security & firewall systems required by the Commonwealth.  Offeror must include these Services in addition to the base level of Services in this Offering.

	Reference Documentation
Exhibit A - Commonwealth Network Environment
Exhibit J.1 through J.3 - Commonwealth Security and Compliance Requirement
Exhibit G.6 - PSP - CJIS Security Policy 
Exhibit G.9 - PSP - CCHRI
Exhibit G.7 - PSP - Summary of CJIS Requirements

Exhibit G.12 - PSP - CHRIA Handbook

	Requirements
	Describe Compliance

	1. 
	Monitor local security operations, troubleshoot and resolve operational issues.  
Actively (normal daily process) monitor the operations of all security, firewall systems and security zones.  
Maintain a log for each server/appliance/system and review the system logs on a daily basis to ensure key system Services are processing without errors.  
Provide the ability to import data to agency SIEM or enterprise SIEM tool for correlation and reporting purposes.

Provide the ability for Commonwealth agencies to request security modifications (firewall changes) as documented in the CCPM.

Document review of the system security logs on a weekly basis to ensure critical system Services are processing without errors.  Complete weekly server log indicating which logs were reviewed, date and initial the log.
	Offeror must describe its approach to supporting the needs of the Commonwealth including the following:

· Processes & Procedures

· Tools / Applications

· End User Reports

· Standard

· Custom

· Tiered Service/Support Levels

· Escalation Procedures 

Offeror must describe prior experience relative to providing datacenter management and support of CJIS, CCHRI, HIPAA and PCI compliant systems.  

	2. 
	Provide security training to Commonwealth personnel specific to the security Services being delivered.  
Provide the Commonwealth with a resume or CV for each operational staff member assigned to this engagement.  
Comply with agency background checks and clearances as defined in Appendix A - Terms and Conditions.   
	Offeror must describe its approach to supporting the needs of the Commonwealth.  
Offeror must submit a representative sample of staff resumes typically provided for these positions and describe the process to ensure compliance of background checks and clearances.

	3. 
	Achieve cost effective 24/7 security operational coverage for this critical system.  
Provide dedicated security support staff onsite during scheduled business days, and automated log and notification systems to alert security team of possible intrusion events in real time mode.  
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  Security staff must be available to respond and evaluate the severity of the event 24/7/365.
	Offeror must describe its security operations coverage and how it will be applied.  

	4. 
	Ensure network connectivity, and ensure consistent system response times.

Utilize automated system management tool(s) to ensure real-time monitoring and notification of server availability and response times.  
	Offeror must describe its real-time monitoring approach and toolset to provide and maintain network availability and performance.

Offeror must identify tools it uses to support network availability and performance.

	5. 
	Ensure server/appliance operating systems are maintained with the current system patch level.

Implement a Patch Management Program to ensure the timely application of security updates on all infrastructure platforms in accordance with Commonwealth IT policy guidelines.

Ensure signature and threat analysis files are updated on a regular basis, and conform to industry best practices.  
Analyze monthly service patches and determine which patches need to be applied, by server type.  Create a change record, log the update in the server log, and install based on server availability schedule.

Notify the Commonwealth of any scheduled or unscheduled service interruptions.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  
Offeror must describe its approach for testing and validating updates to the OS and 3rd Party software that it supports.

Offeror must describe its approach to communicating unscheduled and scheduled outages, including escalation process.

	6. 
	Provide active security operations, corrective action, and reporting by utilizing Offeror software to monitor inbound and outbound traffic for malicious patterns and content, and take appropriate protective measures.  The ability to utilize security management software to detect threats and analyze firewall logs, to proactively detect and protect from malicious events.  
Comply with agency specific security requirements.  Comply with all agency and OA/OIT security policies and ITBs.  
On a quarterly schedule, run appropriate penetration testing, and report results to Commonwealth and Offeror.  Create monthly report on events, incidents and corrective activities.
Report that indicates systems not in compliance with security standards.

Real time reporting of security breaches.
	Offeror must describe its Security Operations Process and how it will be applied.

	7. 
	SLA Reporting including but not limited to collecting actual system availability, utilization and response time data.  
Create a Service Level Agreement report for the Commonwealth and Offeror on a monthly basis.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	8. 
	Software License Management
	Refer to 3rd Party Software Management service.

	Continual Process Improvement

	9. 
	Reduce service risks.
	Offer methods to eliminate or mitigate service risks.

	10. 
	Improve service quality.  
Make recommendations to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments on a quarterly basis.  
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	11. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	12. 
	Ensure service transparency using documentation methods to ensure service transparency, by providing visibility into service execution.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	13. 
	Improve/reduce cost of service.
	Offeror must provide examples of Security and Firewall Support initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.2.4.7 Database Management Services 

	The Database Management Service will provide the Commonwealth with a “managed database” service offering.  The service must include the database platform (Hardware/Software) and the ongoing database management administration Services.  The Offeror must provide a multi-tiered level of service (e.g. Gold, Silver, and Bronze) across multiple database platforms.  While the Commonwealth’s application portfolio (over 2,000 applications) currently utilizes numerous database technologies, the majority of the applications that are utilizing database technologies are using Oracle, Microsoft SQL, IMS, Sybase, or DB2.
It is anticipated the Database Management Services will be an optional service that can be utilized by the Agencies beyond the basic infrastructure Services.

	Reference Documentation
N/A 

	Requirements
	Describe Compliance

	1. 
	Design, manage, and administer database environments that support multiple business applications.

	Offeror must describe proposed approach to designing and supporting enterprise level database platforms and Services that support multiple agency business applications.

	2. 
	Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  
	Offeror must describe its approach to supporting the needs of the Commonwealth including the following:
· Processes & Procedures
· Tiered Service/Support Levels
· Tools / Applications
· Escalation Procedures 
· End User Reports
· Standard
· Custom

	3. 
	Monitor database backup and recovery processing on a daily basis.  
Review daily backup log for successful completion.  Note any failures, initial and date the log, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.
Automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe its approach to perform an initial review and audit of the backup and recovery policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.  
Offeror must describe its approach to identifying gaps and potential risks, and how those gaps and risks will be resolved.

	4. 
	Provide a multi-tiered level of service (e.g.  Platinum, Gold, Silver, Bronze, and Basic) for Oracle, Sybase, Microsoft SQL, IMS or DB2 database platforms.
Provide Level 2 and Level 3 Support to the Service Desk and/or Commonwealth Users.  
	Offeror must describe its approach to providing multi-tiered Services level.

	5. 
	Utilize the proposed service management Services (e.g.  Incident, Service Request, Change, Configuration) to manage database management Services with multiple agency customers.
	Offeror must describe how its proposed database management Services will support multiple agency service requests.

	6. 
	Provide a review and analysis of system performance/capacity to determine if current performance/capacities are sufficient to support the needs of the stakeholders.
	Offeror must perform an initial review and audit of the current usage, procedures and reports and provide an analysis of the current usage, processes and reports currently being supported.

Offeror must document its review and audit findings and recommendations.

	7. 
	Monitor system backup processing on a daily basis.
Review daily backup log for successful completion.  Note failures, and correct the problem.  Create problem record for any abnormal condition and any repairs that have been made.  An automated software process will be utilized to report the completion status of backup processing, with electronic notification of failures sent to Offeror technical support, and identified Commonwealth staff for follow up and corrective action.
	Offeror must describe it approach to performing an initial review and audit of the backup policies, procedures and reports, to ensure the accuracy of the backup schedules, retention periods, target directories, and recovery point objectives.

Offeror must describe its approach to identifying gaps and potential risks, and how those gaps and risks will be resolved.

	Continual Process Improvement

	8. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	9. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	10. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	11. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of Database Management Support initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.4.8 Limited-Use Colocation Services 

	While the Commonwealth’s goal is to move to a fully managed infrastructure Services model, it is anticipated that there will be a need for the Offeror to provide some limited co-location Services within its proposed datacenter Services solution.  Some examples of where colocation Services may be required are:
· Support for existing systems in the EDC prior to transformation to a fully managed service.
· 3rd Party Vendor Equipment that requires co-location with the primary systems for performance and/or security reasons.
The Offeror must provide datacenter co-location Services with the following options:
· Co-location Service Option 1: Datacenter Only (Rackspace, power, network connectivity, basic infrastructure Services)
· Co-location Service Option 2: Datacenter with Managed Services Option (Bronze, Silver, Gold Tiers) – Technology owned maintained by 3rd Party or Commonwealth
· Co-location Service Option 3: Remote Hands Support 
Currently there are 3 areas within the Commonwealth EDC that are supporting co-location Services.  EDC facility summary is provided as Exhibit D.7.  While many of these systems will be migrated to a fully managed service over time, the Offeror shall plan for co-location space in its Datacenter Architecture.

	Reference Documentation
Exhibit D.1 through D.15 Series - Enterprise Datacenter (EDC) Exhibits

	Requirements
	Describe Compliance

	1. 
	Provide colocation Services within each of the datacenters.  One of those centers will be the Commonwealth EDC.
	Offeror must describe how each of the datacenters will support its co-location offering within its proposed datacenter architecture.

	2. 
	Provide Colocation Service Option 1: Datacenter Only (Rackspace, power, network connectivity, basic infrastructure Services)
	Offeror must describe how it will support this colocation service option.

	3. 
	Provide Co-location Service Option 2: Datacenter with Managed Services Option (Bronze, Silver, Gold Tiers) – Technology owned maintained by 3rd Party or Commonwealth
	Offeror must describe how it will support this co-location service option.

	4. 
	Provide Co-location Service Option 3: Remote Hands Support 
	Offeror must describe how it will support this co-location service option.

	Continual Process Improvement

	5. 
	Reduce service risks.
	Offeror must provide methods to eliminate or mitigate service risks.

	6. 
	Improve service quality.
	On a quarterly basis, Offeror must also recommend to the Commonwealth team any system changes that would be appropriate to maintain or improve SLA commitments.  

	7. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	8. 
	Ensure service transparency.
	Offeror must provide methods and practices to ensure service transparency, providing visibility into service execution.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



3.2.5 Capacity on Demand Services
	3.2.5.1 Server Capacity on Demand  

	The Server Capacity On Demand is an Infrastructure as a Service (IaaS) offering that ensures the ready availability of server and mainframe capacity to accommodate cyclical, and seasonal, processing requirements, sudden or unplanned production demands, and short-term application development needs.  Server capacity may be physical or virtual as requested by the Commonwealth.
The Server Capacity On Demand would include support for the following system platforms:
· X86
· Windows
· Linux
· I Series 
· i5/OS
· P Series
· Linux
· AIX
· Mainframe 
· IBM
· Unisys


	Reference Documentation
N/A

	Requirements
	Describe Compliance

	1. 
	Provide a provisioning capability to support on-demand requests for server resource capacity.  The Commonwealth will require access to additional capacity on demand for the following platforms:
X86
· Windows
· Linux
IBM I Series
· i5/OS
IBM P Series
· Linux
· AIX
Mainframe 
· IBM
· Unisys
	Offeror must describe its request and provisioning process for each of the anticipated platform systems.
Offeror must describe its approach to supporting the needs of the Commonwealth including the following:
· Infrastructure/Capacity
· Tiered Service/Support Levels
· Tools / Applications to manage and maintain capacity
· End User Reports
· Standard
· Custom
Offeror must describe its experience operating and managing mixed computing environments such as the Commonwealth.  

	2. 
	Maintain an adequate inventory of Windows/Linux, mid-range, and Mainframe server capacity that will be sufficient to satisfy forecasted informal, ad hoc, and cyclical Commonwealth requests.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	3. 
	As a function of ongoing account management, meet with the Commonwealth/Agencies to assess future server requirements.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	4. 
	Encourage Commonwealth server conservation via server virtualization when appropriate.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	5. 
	Provide expedited service, when requested, to satisfy urgent requirements.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	6. 
	Provide a self-provisioning tool to be used by the agencies to order and configure servers.  
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	Continual Process Improvement

	7. 
	Reduce service risks.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	8. 
	Improve service quality.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at improving service quality.  

	9. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	10. 
	Provide service transparency.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	11. 
	Ensure service sustainability.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of On-Demand Server initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.5.2 Storage Capacity on Demand

	The Storage Capacity On Demand service is an Infrastructure as a Service (IaaS) offering that ensures the ready availability of storage capacity to accommodate cyclical, or seasonal, storage requirements, sudden or unplanned production demands, short-term application development needs, and storage access for web enabled devices.

	Reference Documentation
N/A

	Requirements
	Describe Compliance

	1. 
	Maintain an adequate access to, or supply of storage area equipment, to satisfy forecasted informal, ad hoc, and cyclical Commonwealth requests.
	Offeror must describe its approach to supporting the needs of the Commonwealth including the following:
· Infrastructure/Capacity
· Tiered Service/Support Levels
· Tools / Applications to manage and maintain capacity
· End User Reports
· Standard
· Custom

	2. 
	Meet with the Commonwealth on a annual basis, or as requested, to assess future storage requirements.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	3. 
	Encourage data storage conservation via data de-duplication, compression, and other industry techniques.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	4. 
	Provide expedited data storage service to satisfy urgent requirements, as requested.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	5. 
	Provide online storage capabilities (Centralized Private Cloud Storage), which includes web service, browser, and mobile device accessibility, that are fully secure, (compliant with ISO 27000, NIST 800-53, and Secure SDLC).  This service must provide file-level encryption, multiple hierarchical permission levels, account level dynamic storage-sizing, and anti-virus capability.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	6. 
	Storage solution must include the capability to make quick copies of databases (SNAPS, Flash copies).  Storage backup proposals must include disk-2-disk solutions.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	Continual Service Improvement

	7. 
	Reduce service risks.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	8. 
	Improve service quality.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at improving service quality.  

	9. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	10. 
	Provide service transparency.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at providing service transparency; in particular, visibility into the service execution process.

	11. 
	Ensure service sustainability.
	Offeror must describe its approach and provide examples of previous Offeror initiatives aimed at ensuring service sustainability; in particular, efforts targeted at cost containment and cost reductions.

	12. 
	Improve/reduce cost of service.
	Offeror must provide examples of On-Demand Storage initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.5.3 DR Infrastructure on Demand

	The DR Infrastructure On Demand service is an infrastructure as a service (IaaS) offering that ensures the ready availability of DR infrastructure; servers, storage systems, networking capabilities, etc.  This infrastructure will enable Commonwealth datacenters to recover critical business applications and data in the event of a disaster.

	Reference Documentation
N/A

	Requirements
	Describe Compliance

	1. 
	Maintain an adequate inventory of servers, storage systems, and networking capacity sufficient to satisfy forecasted informal, ad hoc, and cyclical Commonwealth requests.
	Offeror must describe its approach to supporting the needs of the Commonwealth including the following:
· Processes and procedures for developing and testing DR Plans
· Capacity (servers, storage, etc.)
· Tiered Service/Support Levels
· Tools / Applications to manage and maintain capacity
· End User Reports
· Standard
· Custom  

	2. 
	Meet with the Commonwealth on a annual basis and as requested to assess its future DR requirements.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	3. 
	Revise datacenter and disaster recovery plans, upon request of the Commonwealth.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	4. 
	Provide support for the Commonwealth with identifying and establishing DR or Continuity of Government (CoG) capabilities and plans.
	Offeror must describe its approach to supporting the needs of the Commonwealth.  

	Continual Process Improvement

	5. 
	Reduce service risks.
	Offeror must describe its process and provide examples of previous Offeror initiatives aimed at eliminating or mitigating service risks.

	6. 
	Improve service quality.
	Offeror must describe its process and provide examples of previous Offeror initiatives aimed at improving service quality.  

	7. 
	Improve client satisfaction.
	Offeror must provide examples of previous Offeror initiatives aimed at continually improving client satisfaction.

	8. 
	Provide service transparency, in particular, visibility into the service execution process.
	Offeror must describe its process and provide examples of previous Offeror initiatives aimed at providing service transparency.  

	9. 
	Ensure service sustainability, in particular, efforts targeted at cost containment and cost reductions.
	Offeror must describe its process and provide examples of previous Offeror initiatives aimed at ensuring service sustainability.

	10. 
	Improve/reduce cost of service.
	Offeror must provide examples of On-Demand Infrastructure initiatives that have been implemented or can be utilized to achieve reduced costs of Services and to meet or exceeded ROI (Return on Investment) analysis projections.

	Deliverables 

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



	3.2.5.4 Additional Technical Services  

	The Commonwealth may require additional technical support beyond the standard service level based infrastructure Services.  The availability and access to skilled resources would complement the standard hosting offerings.  The Offeror is expected to provide these additional resources for both short and longer-term engagements.

	Reference Documentation
N/A

	Requirements
	Describe Compliance

	1. 
	Provide access to skilled technology resources.  Additional technology support Services categories include but are not limited to:
· Infrastructure (mainframe, mid-range and x86) Architects/Engineers
· Performance Specialists
· Database Architects
· Database Analysts
· Security Architects
· Security Analysts
· Unix (AIX, Linux) Administrators
· Windows Server Administrators
· Mainframe Systems Programmers
· Batch Administrators 
· Microsoft Product Specialists (e.g.  Exchange, SharePoint)
· 3rd Party Software Product Specialists
· Basis and SAP Oracle support 
	Offeror must describe its ability to support both short and long-term assignments for a variety of technology skill sets.  
Offeror must provide representative resumes within each skill category.  
Offeror must provide a rate card for each resource category in the Cost Matrix.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response



3.3 Transition Services   
3.3.1 Transition Services – Guiding Principals
At present, the Commonwealth’s information technology Services are hosted at a variety of Commonwealth datacenters, including:

· Shared enterprise facilities - (EDC and DPH) and;
· Agency facilities, for example those managed and maintained by DPW, DOR, DOH, PSP and DLI.  
The Commonwealth datacenter locations are identified in Exhibit S - Datacenter locations.
In an effort to reduce datacenter costs, simplify datacenter administration, and provide more robust and reliable information Services to the Commonwealth, the Commonwealth datacenter modernization initiative calls for the phased migration or transition of Commonwealth information Services to the newly-established Offeror managed multi datacenter environment.
The Guiding Principles associated with the transition to the new datacenter environment are:

· Transition approach must meet the milestone objectives as described in Schedule D.

· Based on the Commonwealth’s number of licenses, additional licenses may be needed for the transition of Services.  The Offeror shall be responsible for any additional licenses needed for the transition of service.

· The Commonwealth, at its sole discretion, may procure the software licenses through existing statewide contract.

· Initial transition approach of the Commonwealth’s mainframe and SAP environments requires that the results be as close to the Commonwealth’s current configuration as technically possible.

· Any deviations from current environments must be approved by the Commonwealth.
· Customized approach developed to meet the needs of the Commonwealth 

· The selected Offeror’s transition approach shall account for Commonwealth specific needs such as the Transition Considerations and Critical Configuration Considerations as described in Exhibits R and T.
· The selected Offeror shall implement a discovery process during transition planning to acquire information required to develop a Detailed Transition Plan. 

· The selected Offeror shall include application level transformation models.  Transformation models must take into account the initial transition approach that the Commonwealth’s mainframe and SAP environments must be as close to the Commonwealth’s current configuration as possible.
· Transformation project managers experienced in projects of similar size and complexity.
· Strong governance model, which includes: 

· Clearly defined roles and responsibilities 

· Jointly developed processes 

· Effective meetings and reporting framework to minimize resource requirements while achieving goals 
· Mechanisms in place to identify and address risks and issues 
· Compliance with applicable policies, standards, processes, and procedures

· Effective communication, which includes: 

· Consistent delivery of key messages through well-defined communication plans

· Tailored communications to target audiences and stakeholders 

· Communications to meet the needs of the Commonwealth. 

· Collaboration and teamwork, which includes: 

· Detailed upfront project planning and feedback 

· Agreement on status for reporting purposes 

· Plans scaled to address Commonwealth agency differences in size and complexity 

· Establishment and support for successful deliverable review process 

· Feedback on deliverables throughout the life of the project.

3.3.2 Transition Planning/Governance
The Offeror’s Transition Program Management Office (TPMO) will contain a dedicated consolidation specific program team.  The team will be responsible to jump-start the consolidation program by bringing respective stakeholders together for a series of transition workshops.  The transition workshops will work to align the stakeholders, and produce the following deliverables: 

· Overall transition approach and strategy for Server and Mainframe consolidation 

· Transition and consolidation governance plan  

· Transition risk assessment plan

· Consolidation cost/benefit analysis 

· Consolidation stakeholder transition agreements

· Consolidation transition planning guidelines 

The TPMO will provide program management Services to deliver architecture, transition plan integration, and organizational change management, as well as quality assurance, verification of testing, financial oversight, and operational readiness for the Mainframe and Server transition/consolidation program.  The TPMO will exist under the overall Offeror’s PMO office and will include a combination of resources dedicated to the effort full time, plus resources that participate in the program on an as needed basis.  The program plan and architecture will be developed by the Offeror and approved by the Commonwealth.  The Offeror must ensure processes and tools are implemented to support Transition change control, schedule, quality, communications, risk and issues management.  
Proposed Transition Plan

The Commonwealth anticipates the following high-level sequence of transition activities.  The Offeror must develop an initial transition plan and present with its proposal.  At minimum, the Offeror’s proposed Transition Plan must reference these activities and project timeframes.
Transition Activities  

The high level transition milestones and deliverables are described in Schedule D - Transition Milestones and Schedule K - Key Program Deliverables.
Target Datacenter Transitions
The following table includes the target datacenter facilities that are to be initially transitioned by the Offeror.  The target datacenter facilities are defined as the physical Commonwealth facilities that are selected to be transitioned to the Offeror’s control and/or facilities.  The Offeror must coordinate with each Commonwealth agency or datacenter representative to create a Facility Specific Transition Plan for each targeted facility.  The Offeror must include target datacenter transitions in its proposed Transition Timeline to be included in its proposal.  The Offeror must include a “pilot” transition approach to ensure successful transitions of Commonwealth applications and infrastructure.  This approach will demonstrate to the agencies that Offeror’s approach will be successful before moving forward with additional transition phases.

Offeror must establish a high-speed direct link (not via COPANet) with the current DPH location to enable “systems” connectivity that would facilitate the ability to effect smoother transition of data.
The selected Offeror shall not charge the Commonwealth for a transition milestone until the milestone has been accepted by the Commonwealth.  Milestone acceptance criteria are described in Schedule D - Transition Milestones.  
	
	Target Datacenter Facilities
	
	Transition Requirement Notes

	
	Group1 Transitions 

	1
	DPH 

(All Agency Mainframe –Unisys/IBM; IES SAP, and all other Agency hosted environments)
	
	· The DPH operation and all of its supported agency application workloads must be successfully migrated out of the current facility to the Offeror’s Datacenter.  
· Operations support will be assumed by the Offeror once the workloads are successfully moved to the new provider’s datacenter environment.

· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones

	1
	EDC 
	
	· Offeror must assume operations support of the EDC datacenter

· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones

	Group 2 Transition 

	2
	DLI 
	
	· The DLI datacenter operations and all of its supported application workloads must be successfully migrated out of the DLI facility to the Offeror’s Datacenter.
· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones

	Group 3 Transitions 

	3
	DPW – Rm.  105, 106 (Lower Environments, PACSES)
	
	· The DPW Rooms 105, 106 datacenter operation and all supported application workloads must be successfully migrated out of the current DPW facility to the Offeror’s Datacenter architecture.  
· Key Transition Milestone(s):

Refer to Schedule D - Transition Milestones 

	3
	DOR 
	
	· The DOR datacenter operation and all of its supported application workloads must be successfully migrated out of the current DOR facility to the Offeror’s Datacenter architecture.  
· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones

	3
	DOH 
	
	· The DOH datacenter operation and all of its supported application workloads must be successfully migrated out of the current DOH facility to the Offeror’s Datacenter architecture.  
· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones

	3
	PSP 
	
	· The PSP datacenter operation (Headquarters) and all of its supported application workloads must be successfully migrated out of the current PSP facilities to the Offeror’s Datacenter architecture.  
· Key Transition Milestone(s):

· Refer to Schedule D - Transition Milestones


	3.3.2.1 Transition Program Management

	The TPMO function ensures the non-disruptive migration of Commonwealth information Services from current Commonwealth host locations, to the Offeror provided multi datacenter environments.  
The Offeror must establish a TPMO and develop the requisite transition plans.

A transition approach and detailed transition plan for each of the Commonwealth’s existing Datacenters must be developed by the Offeror and approved by the Commonwealth.  The Commonwealth has over 2,000 business applications with over 50% designated mission critical.  The Offeror must work with each agency to determine its application environment within each facility.  The Offeror’s target datacenter environment must be configured and tested prior to migration of the application.

	Reference Documentation

Schedule D - Transition Milestones

Exhibit D.7 - EDC - Facility Summary

Exhibit A - Commonwealth Network Environment

Exhibit(s) B.1 through B.6 - Data PowerHouse (DPH) Exhibits

Exhibit(s)  C.1 through C.13 - Department of Public Welfare (DPW) Exhibits

Exhibit(s) D.1 through D.15 - Enterprise Datacenter (EDC) Exhibits

Exhibit(s) E.1 through E.43 - Department of Labor & Industry (DLI) Exhibits

Exhibit(s) F.1 through F.4 - Department of Health (DOH) Exhibits

Exhibit(s) G.1 through G.16 - PA State Police (PSP) Exhibits

Exhibit(s) H.1 through H.8 - Department of Revenue (DOR) Exhibits

Exhibit(s) I.1 through I.13 - Commonwealth SAP Environment - Integrated Enterprise Services (IES) Exhibits

Exhibit L - Commonwealth Master Application Inventory

Exhibit(s) M.1 through M.7 Department of Corrections (DOC) and Pennsylvania Board of Probation and Parole (PBPP) Exhibits

Exhibit(s) N.1 through N.2 - PennDOT Exhibits

	Requirements
	Describe Compliance

	1. 
	Establish a TPMO to manage all information service transition activities.

The Office will be jointly administered by Offeror and Commonwealth staff.

Provide a communication plan that will provide an information vehicle for all interested parties.
	Offeror must describe the proposed TPMO, and discuss the mission, goals and objectives, and the roles and responsibilities of the Offeror.  Offeror must provide at least one sample where Offeror has successfully created an office similar to the required TPMO.  

	2. 
	Provide a functional organization chart for the TPMO, including an estimate of the type and number of full time Offeror resources that will be required to ensure the successful transition of Services from current multiple datacenters to the Offeror’s datacenter Services.
	Offeror must describe the TPMO structure including but not limited to the number of full time resources and the role of the TPMO in the transition.

	3. 
	Analyze applications and design the required computing architecture to migrate Commonwealth datacenters to Offeror datacenter environments.  Hardware, software, network, etc.

Work with Commonwealth technical staff to ascertain the requirements to successfully migrate processing to Offeror datacenter environments
	Offeror must describe solution and approach to meet this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	4. 
	Optimize Current Process and Procedures – Coordinate with Commonwealth agencies to review and plan for a transition of processes and procedures.
	Offeror must describe its overall plan for optimization of the existing processes, procedures, tools, etc.  to provide more efficient and effective Services.  The description must include approach, plan, and methodologies.  

	5. 
	Revise datacenter DR plans on the occasion of major changes to the datacenter hardware, software, or network portfolio to reflect those major changes.
	Offeror must describe solution and approach to meet this requirement. 

	6. 
	Establish an IT infrastructure that meets all application processing requirements.  The Offeror must confirm that the target IT infrastructure meets or exceeds current computing requirements.

Work with Commonwealth technical staff to design and build the infrastructure required to support the applications being migrated to the Offeror multi datacenter environment.
	Offeror must describe solution and approach to meet this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	7. 
	A multi-faceted Transition Strategy will be required:

· Comprehensive;

· Non-disruptive; and

· Compliant with Commonwealth requirements.

The Strategy will address the transition of:

· Shared  infrastructure elements, as appropriate; and

· Specific information Services.

· Disparate Agency application architectures and impacts to move to the new environment(s)

The Strategy must also address the following:

· Cost/Benefit for the Agency

· Risks and Risk Mitigation Plan

The migration order of the Commonwealth datacenters will be provided by the Commonwealth.  
	Offeror must describe the transition (interim and steady state strategies) and transition plans that it has employed during other similar size engagements.  

	8. 
	Identify mandatory requirements and critical success factors that will have a direct impact on developing a successful transition plan
	Offeror must describe the 3-5 characteristics, conditions, or variables it believes will have a direct and critical impact on the effectiveness, efficiency, and viability of the Offeror’s solution.  
Offeror must describe its approach to mitigating risks and ensuring these critical factors are successfully addressed.

	9. 
	Create a Transition Timeline that outlines the overall timeline starting at effective date and continues through delivering transition Services for each of the targeted datacenters.  
	Offeror must describe the overall timeline from the start of pre-Transition activities through the point at which the Offeror expects it will be delivering predictable, repeatable Managed Service Results that meet the requirements of the RFP.  The schedule must include a description of the critical milestones related to Transition efforts for each targeted Commonwealth datacenter.  Any critical milestones identified must be included in the Transition Project Plan.

	10. 
	Create a generic Infrastructure Element Transition Plan that may be readily adapted to accommodate specific infrastructure element transitions.  
Create a prospective Infrastructure Element Transition Plan.  Appropriate EDC, DPH and other Agency Datacenter hardware elements may be re-purposed wherever possible.  
	Offeror must describe a realistic Transition Project Plan to transition the Commonwealth’s datacenters to the proposed architecture.

	11. 
	The EDC Managed Services datacenter assets must be managed and maintained by the Offeror until they are transitioned to the Offeror’s managed Services.  The current maintenance contract for the EDC servers is scheduled to expire on June 30, 2014.
	Offeror must describe its transition approach to address the transition of operations and management of the EDC infrastructure from the Commonwealth to the Offeror’s support Services and how it intends to address the server maintenance expiration issue.

	12. 
	Create, manage and execute an application / infrastructure migration plan.  The Offeror has the primary responsibility for planning and executing the transition of infrastructure elements, with support of Commonwealth technical and business support staff.
The Offeror must provide adequate tools and techniques for moving and migrating Commonwealth data to the new target storage environment.  
The Offeror must ensure that critical applications are not decoupled from key infrastructure components causing system latency.  
	Offeror must describe solution and approach to meet this requirement.  Offeror must provide at least one sample where it has successfully migrated application and hardware.  
Offeror must describe its proposed tools and techniques for moving and migrating Commonwealth data to the new target storage environment.  

	13. 
	Create a generic Information Service Transition Plan that may be readily adapted to accommodate specific information service transitions.
	Offeror must outline a prospective Information Service Transition Plan to take over support of migrated Commonwealth systems and applications.  Offeror must provide at least one sample where it has successfully completed application and hardware migrated.

	14. 
	Meet with Commonwealth to produce and execute specific Information Service Transition Plans.  Select cut over windows that minimize system unavailability and coordinate approval with the affected agency.  Communicate to the Commonwealth cut over date and times.  Setup a special call number and support staff to take calls concerning the migration, these Services must be made available to transitioned users until the transition is officially signed off as completed.  .
	Offeror must describe solution and approach to meet this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	15. 
	Work with Commonwealth to create testing, business acceptance and fallback plans.  
	Offeror must describe solution and approach to meet this requirement.  Offeror must provide at least one relevant example from a prior engagement, in which it was engaged, that is similar to the needs of the Commonwealth.

	16. 
	Service Management Systems  –

Offeror must transition all agency system management platforms currently in place to the Offeror, consolidating all system management responsibilities.  The Offeror must make available all system management platforms and tools that are currently supporting the Commonwealth infrastructure.
	Offeror must describe solution and approach to meet this requirement.  

	17. 
	CMDB –

Work with the Commonwealth to acquire asset information to support the asset management system and configuration management system.
	Offeror must describe its approach to capturing, validating and storing all configuration information required to perform the Services within 120 days of the Effective Date of the Contract.  In particular, the Offeror must address how it will identify and relate critical associations (e.g.  Application to Server, Server Tier to Application, Application to Disaster Recovery Time Objective, software to server, etc.) for the enterprise.
Offeror must describe its approach to transitioning the data and related processes from the existing CMDB or equivalent system/database to the Offeror’s solution and how the Offeror must ensure accuracy of data across Service Management areas to ensure accurate and timely invoicing and chargeback to the Commonwealth.

	18. 
	Chargeback –

Work with the Commonwealth to interface with the Commonwealth’s billing processing and validation ITSM system to provide a chargeback system for new and existing Services available on the Offeror’s Service Catalog.
	Offeror must describe its transition approach to Chargeback Management.    
Offeror must describe its approach to assisting the Commonwealth in transitioning Commonwealth customers from the existing Chargeback system.  The description must include an expected analysis of the current billing system environment, expected termination assistance, communications plans, strategy for testing and major milestones.

	19. 
	Identify Options and Costs – List the appropriate different options that will satisfy the requirements of the transition scope.  Communicate options with the Commonwealth and obtain approval on selected option(s) to proceed.
	Offeror must describe proposed approach.

	20. 
	Expand/reconfigure datacenter facilities to accommodate growth in Commonwealth information and information systems.
	Offeror must discuss its approach; the expansion/reconfiguration plans must include the EDC.

	21. 
	Produce weekly reports on the progress of the information service transition initiatives.
	Offeror must describe its proposed approach to providing weekly transition progress reports.  

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response




	3.3.2.2 Security Transition Activities

	To maintain continuity of Services, Offeror must provide training to Offeror’s employees and subcontractors on security policies during initial phase of the Transition.  

	Reference Documentation
Schedule D - Transition Milestones

Exhibit D.7 - EDC Facility Summary 

Exhibit A - Commonwealth Network Environment

Exhibit(s) B.1 through B.6 - Data PowerHouse (DPH) Exhibits

Exhibit(s)  C.1 through C.13 - Department of Public Welfare (DPW) Exhibits

Exhibit(s) D.1 through D.15 - Enterprise Datacenter (EDC) Exhibits

Exhibit(s) E.1 through E.43 - Department of Labor & Industry (DLI) Exhibits

Exhibit(s) F.1 through F.4 - Department of Health (DOH) Exhibits

Exhibit(s) G.1 through G.16 - PA State Police (PSP) Exhibits

Exhibit(s) H.1 through H.8 - Department of Revenue (DOR) Exhibits

Exhibit(s) I.1 through I.13 - Commonwealth SAP Environment - Integrated Enterprise Services (IES) Exhibits

Exhibit L - Commonwealth Master Application Inventory

Exhibit(s) M.1 through M.7 Department of Corrections (DOC) and Pennsylvania Board of Probation and Parole (PBPP) Exhibits

Exhibit(s) N.1 through N.2 - PennDOT Exhibits

	Requirements
	Describe Compliance

	1. 
	Baseline Security Risk and Vulnerability Assessment

Conduct a security risk assessment, which includes a penetration test on the In-Scope systems, an architecture review, and a vulnerability assessment.  This assessment must result in a report with recommendations for meeting the Commonwealth’s baseline security standard.  
	Offeror must describe its proposed approach to conducting a security risk assessment including penetration test, which must result in a report with recommendations.

	2. 
	Security Training

The Offeror’s security team will meet with the Commonwealth’s Security teams (OA & Agency) to participate in creating a comprehensive Security Program strategy.  The Offeror and the Commonwealth Security teams will develop security awareness training content consisting of the Offeror’s Security Plan documentation, Commonwealth OA and agency security policy guidelines.  Security training will be mandatory for employees, contractors and subcontractors assigned to work on the Commonwealth’s Datacenter project.  Appropriate levels of training will be designated and tracked for compliance based on the specific area the employee will be working in.  Both an individual’s current training status and overall attainment of group training goals must be tracked and reported in the security clearance database.  These levels will range from general security awareness that all employees will participate in to task-specific security and governance requirements targeted at operations, specialist, Commonwealth agency specific regulations, or working rules needed for compliance with Commonwealth or federal mandates unique to certain Commonwealth agencies and programs.  This training will be delivered both during the new hire process, and on a regular schedule to be determined during Transition as new updates become necessary.  
	Offeror must describe its proposed approach to developing and implement a comprehensive Security Program.

	3. 
	Initial Security Plan

During the initial phase of the Transition the Offeror’s security team will work with the Commonwealth’s Security Team to create a Security Plan.  Begin work on draft policy and procedure documents collectively known as the Security Plan during the start of the Transition Risk and Vulnerability Assessment, which will be completed one (1) month prior to Transition activities.  Use best practice security standards (as outlined in the Requirements section of the RFP) along with past engagement experience to provide an outline that will address but will not be limited to the following: security strategy and technology roadmaps, security operations procedures, standard hardware and software security configurations, physical security policies and procedures, security incident management, private and protected data use standards, and audit procedures and reporting standards.  This set of documents will be used as the foundation of the Offeror’s master security plan for Datacenter operations which will be reviewed and updated on an annual basis.  
	Offeror must describe its proposed approach to performing the following:

· Create a comprehensive Security Plan
· Complete a Vulnerability Assessment (at the Offeror expense)
· Document the agreed upon security strategy and roadmap
· Document security procedures and standards
· Document the security incident Management approach including 
· Standards
· Processes
· Reporting
· Escalation

	4. 
	On-boarding and off-boarding

Conduct required background checks for its employees working on the Commonwealth Datacenter project.  Where appropriate, use identity management tools to manage access to the systems requiring access by its employees.  For systems where the Offeror is unable to use its identity management system, assign staff to manage the access.  Train Offeror employees on his or her responsibilities within the contract.  For logical and physical access to Commonwealth Co-location facilities and environments not managed by the Offeror, the Commonwealth’s security access request process will be followed.  For off-boarding, update security clearance database with the status of Offeror employee and concurrently update its identity management tool to ensure the access is revoked.  Provide a monthly report describing personnel actions including but not limited to; new hires, terminations, any change in employee status/duties, etc., 
	Offeror must describe its proposed approach to conducting required background checks for Offeror staff.  

	5. 
	Complete DR Transition Activities

Conduct knowledge transfer during the initial phase of the Transition, including review of Commonwealth DR plans and review of Third Party DR contracts.  The Offeror must also update the DR plan contact information and any changes made in the first six (6) months of Transition.  
	Offeror must describe proposed approach to support the Tiered DR Services.

	Deliverables

	Deliverables are defined in Schedule K – Key Program Deliverables

	Offeror Response
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Offeror Response


Note: Offeror shall expand to accommodate a complete response 
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